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ABSTRACT

The transformation of local self-governance into digital form requires continuous availability of services through
the internet, including permit applications, taxation, and access to public documents. Nonetheless, the increase in
traffic along with growing threats of DDoS attacks jeopardizes the work of the administrative system where server
response time is an important parameter which is often ignored by current load balancers. The research provides
the idea of using hybrid Artificial Intelligence for securing the local government networks and optimizing their
functioning. More precisely, a combination of Artificial Fish Swarm algorithm along with a CNN-RNN model
was used for effective detection of DDoS attacks in software-defined networking. At the same time, a
metaheuristic method of seagull optimization is used to calculate fitness function for finding the optimal routes
for load balancing in case of high traffic. The empirical evaluation revealed the considerable improvements in
terms of Root Mean Square Error: the proposed model achieved a better result compared to CNN (16.13%) and
RNN (22.91%). In addition, the new approach increased the network throughput by 31.98% and 33.96% compared
to OpenFlow and Linux ProGFE, correspondingly.

Keywords: Software Defined Networking (SDN), Information-Centric Networking (ICN), Artificial Fish
Swarm Algorithm (AFSA), Convolutional Neural Network-Recurrent Neural Network (CNN-RNN), Seagull
Optimization, Multicast Routing.

1. Introduction

SDN [1] is the emerging technology, finds a major part of network system by providing efficient solutions for the
user expectations. It [2] provides high level of feasibility to the network by providing improved level of
programming facility to ease the innovations in network. The major differentiation among the SDN when
compared with the IP based networks [3] is it is composed of three planar structures namely control plane, data
plane and application plane. The control plane is commonly referred to as the controller which resembles the
action of human brain in the network. The data plane constitutes the topology of the network to forward the data
packets as directed by the control plane of the network. The application plane is the complementary plane when
compared to the other planes of the SDN. The controller [4] decides the topology of the network and the route to
transfer the data from source point to destination.

The use of SDN is motivated because of its robustness, easy scalability and security features. IP based network
requires high level of network-oriented policies followed by the excessive work load for the administrators of the
network in configuring each and every network. The network device in IP based network mitigates the flexibility
of the network and innovations in the network. Whereas, in SDN, the control plane and the application plane are
isolated from the data plane to incorporate the facilities of flexibility and implementation speed of the network.
Even though the SDN possess flexible facilities performed by the control planes, certain drawbacks still persist.
SDN experiences certain critical challenges like security aspect, poor level of scalability and adaptability. Security
concern is a leading challenge among the aforementioned critical aspects in which the controller of the SDN
literally fails to maintain the network. The failure of the functions of the control plane affects the efficiency and
the authentication of the entire network. One of the major threatening aspects to the security of SDN is the
Distributed Denial of Service (DDoS) attacks [5]. The DDoS attacks can be launched in multiple planes namely,
Data plane DDoS attack [6], control plane DDoS attack [7], and application plane DDoS attack [8]. The internet
provides multi-facilities to the users which involve, high range of availability, easy scalability, and reduced loss
of data. Besides the advantages of internet, it experiences a major setback of security concern proving highly
vulnerable to the different types of attacks. The vulnerabilities to the internet may be of different types ranging
from virus, worms, and Trojan horses launching different types of attacks classified under the active and passive
methodologies.

The Denial of Service (DoS) attacks are the most common attacks launched against most of the internet based
service to prevent the availability of service to the genuine users. The DoS attack is deliberately performed to
prevent the benign users from accessing the resources of the internet based services. This research work aims in
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introducing a novel framework for providing security against the DDoS attack in SDN along with the efficient
multicast routing mechanism with an objective to provide a load balancing in the network path. The proposed
research work concentrates of the detection of DDoS attack and to provide a proper load balancing using hybrid
model composed of Artificial Fish Swarm Algorithm (AFSA) [9] with Convolutional Neural Network-Recurrent
Neural Network (CNN-RNN) model [10].

This research work is organized in such a way that the literature survey is performed in Section 2 with a detailed
illustration in Section 3. The performance evaluation of the proposed method is performed in Section 4 with a
conclusion in Section 5.

2. Literature Review

SDN is the emerging technology in the communication sector, not only attracts the users and IT professionals but
also attracts numerous researchers to involve in active findings to improve the efficiency of the SDN. The
researchers concentrated on two major aspects of development in the SDN namely routing mechanism and the
security authentication processes.

P. T. Dinh et al. (2021) had designed a framework [11] for detecting the DDoS attack in the large scale SDN. The
proposed framework overcomes the pitfalls of the traditional methods of data processing and detects the intensive
DDoS attacks in the network. H. Nurwarsito et al. (2021) had designed an early detection and mitigation system
for the SDN using Random forest algorithm and Ryu framework [12]. The proposed random forest algorithm will
classify the incoming packets to detect the anomaly behavior packets, resulting in detection of the DDoS attack
in the network. The accuracy of the proposed method is measured to be 98.38% and is measured with an average
of 15672 incoming packets. The CPU usage of the proposed system is measured to be 44.9%.

Y. Cao et al. (2021) had designed DDoS detection and mitigation system [13] in SDN using Spatial Temporal
graph convolution network. The spatial temporal graph convolution network senses the condition of the switches
through the In-Band Network Telemetry using sampling process. The evolution results prove that the proposed
method effectively identifies the DDoS attack in SDN. M. Klymash et al. (2021) had employed Machine Learning
algorithm [14] in detecting the DDoS attack in the SDN. The author implemented Kulbak- Leibler (KL) approach
for the detection of anomalies in the incoming data pattern of the SDN. The KL approach detects the anomalies
by comparing the average session duration of the packet with the ML database.

H. S. Abdulkarem et. al (2020) had proposed a DDoS attack detection and mitigation mechanism in the data plane
layer [15] of the SDN. The detection of DDoS attack is performed by detecting the anomalous behavior of the
packets in the data traffic. The analysis of the proposed method exhibits a minimum of 100 to 150sec for the
detection of DDoS attack in the SDN. R. Sanjeetha et al. (2020) had mitigates the existence of the DDoS attack
in the SDN and its primary server by employing priority [16] on the inflowing traffic variation. The existence of
the DDoS attack in the primary server is detected by compromising certain host to transmit the data packets with
spoofed IP addresses. J. A. Pérez-Diaz et al. (2020) had designed a flexible architecture for detecting and
mitigating the Low rate DDoS in the SDN using Machine Learning algorithm [17]. The author employed six
Machine Learning models namely J48, Random forest algorithm, Random tree, REP tree ad Multi Layer
Perceptron (MLP) algorithm for the detection of DDoS attack in the SDN.

Table 1 Comparison of DDoS mitigation techniques with state of art methodologies

Ref.No. Architecture of DDoS Load Data Control Application

SDN Balancing plane Plane Plane DDoS
DDoS DDoS

[11] v X X X v X

[12] v X X v v v

[13] v X X X X v

[14] v X X X v X

[15] v X X v X v

[16] v X X X X v

[17] v v X X v X

[18] v X X X X v

[19] v v X X v X

[20] v X X X X v

Proposed v v v v v v

A. T. Kyaw et al. (2020) had proposed a Machine Learning based DDoS attack classifier [18] in SDN. The
proposed method detects the anomaly behavior of the incoming data packets to identify the DDoS attack. The
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author employed polynomial Support Vector Machine as a packet generating tool to achieve 3% more accuracy

than the existing methods. B. Nugraha et al. (2020) had employed Deep Learning based algorithm [19] to detect

the DDoS attack in the SDN. The author employed the hybrid method of Convolution Neural Network- Long
short Term Memory (CNN-LSTM) for detecting the DDoS attack in the SDN. W. Sun et al. (2019) had introduced
an improved method [20] of detecting the DDoS attack in the controller of the SDN) The author employed

BiLSTM-Recurring Neural Network (RNN) algorithm to detect the anomalies in the incoming data patter.

The performance analysis proves that the proposed model is quite impressive than the existing state of art

methodologies. Based on the aforementioned studies performed in the detection of the Denial of Service (DDoS)

attack in the Software Defined Network, the following key observations were made which were illustrated in the

Table 1.

The Table 1, represents the identified pitfalls of the state of art methodology in detecting and mitigating the DDoS

attack occurring in the Software Defined Network (SDN). The objectives of the proposed research work are listed

as follows.

a) To design a hybrid framework for enhancing the security against the Distributed Denial of Service at a slower
rate in the SDN using Artificial Fish Swarm Algorithm (AFSA) [21] with Convolutional Neural Network-
Recurrent Neural Network (CNN-RNN) [22] model.

b) To provide an efficient load balancing [23] in the SDN by performing effective routing using Seagull
Optimization Algorithm.

Current research works have concentrated on improving the aspects of security and routing efficiency in SDN

using machine learning algorithms and optimization. Elsheway et al. (2025) presented an innovative model

involving a Hybrid CNN-GRU algorithm for DDoS attacks classification in SDN networks [26]. The CNN-GRU
model was able to identify the spatial and temporal traffic features of the network, thus leading to increased
efficiency in detecting such attacks. On the same note, Kalafy et al. (2026) have also presented a DGNN model,
which made use of graph structure representation of the behavior of network traffic in improving DDoS attacks

detection performance [27].

Apart from the security of the network, other researchers have conducted investigations on the use of optimization

algorithms in route creation and load-balancing in SDNs. For instance, Chen et al. (2024) proposed a dynamic

optimization framework for route creation and resource allocation through the use of a metaheuristic approach

[28]. Additionally, Tache et al. (2024) carried out an exhaustive review on the use of optimization algorithms for

SDN routing, load balancing, and delay reduction [29]. It is shown that the use of optimization algorithms inspired

by nature is effective in enhancing the performance of the network. Besides, Jayaprakash and Devi Priya (2024)

have also used the lion optimization algorithm to optimize routing in SDN-enabled IoT networks [30]. While all

these studies have focused individually on DDoS detection and routing optimization separately, very few efforts
have been put in finding ways of merging intelligent attack detection with load-balanced routing. It is due to the
lack of such integration that motivated the development of the framework to be discussed.

3. Proposed Work

The proposed work is a two folded methodology in which the first module deals with the security enhancement
by effectively detecting and mitigating the Distributed Denial of Service which invades the SDN at a slower rate.
The first module is composed of hybrid algorithm using Artificial Fish Swarm Algorithm and Convolutional
Neural Network amalgamated with the Recurrent Neural Networks (CNN-RNN). The second fold of the proposed
research work is with the objective of performing effective routing mechanism using Seagull Optimization
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Figure 1 Proposed Architecture for detecting and Mitigation of DDoS with Load balancing in SDN enabled
ICN

Figure 1 depicts the architecture of the proposed method for detecting and mitigating the DDoS attack in the SDN
along with the efficient routing mechanism for achieving load balancing objectives.

3.1 Detecting and Mitigating DDoS attack using Hybrid Technology

DDoS attack is a critical concern in the SDN, and it pretends to be a legitimate packet entering into the network.
These packets escape the detection methodologies by not exhibiting any anomaly behavior in the network traffic,
creates critical attack of DDoS attack. The successful launch of such attacks will question the availability of
service to the legitimate users resulting in deterioration of network’s performance. To detect this DDoS attack,
this research work proposed a hybrid technology composed of Artificial Fish Swarm Algorithm amalgamated
with the Convolution Neural Network — Recurring Neural Networks.

The major reason of choosing and employing the Artificial Fish Swarm Algorithm is it special features of better
level of robustness, good global search ability. The AFSA is proved to be least sensitive to the initial input values.
The CNN-RNN amalgamation yields major advantages by neutralizing the pitfalls mutually and obtaining the
advantages as a cumulative function. The integrated version of CNN-RNN accepts inputs of arbitral length and
involved minimized level of pre-processing aspects.

3.1.1  Artificial Fish Swarm Algorithm

The Artificial Fish Swarm Algorithm is a stochastic method with salient features of easily understandable, least
sensitive to the initiating values and high level of fault tolerance. The AFSA is composed of five processes namely
selection of behavior, searching behavior, swarming behavior, following behavior and bulletin. In AFSA, the
individual element, “the fish” tends to move leading to modification of fish position in the entire population. The
general characteristic of the fish is it accumulated in a point or move towards the point where the adequate amount
of food is available. Similarly, the data in the network will be routed through the switch or router which has larger
or free bandwidth such that it can be transmitted without any additional jitter or congestion concern. The malicious
packet tends to utilize this condition to transmit the DDoS intended packets, and it can bypass the detection and
mitigation engine activities in the network. The functional blocks involved in performing detection of malicious
packet in the network.

The process flow the Artificial Fish Swarm Algorithm in the proposed method of detecting the DDoS attack in
SDN. The network router size is designated as “M” and the total iteration count is fixed to be “It”. Consider there
are “N” number of positions for the artificial fist and is expressed as the X, = {X;,X»....Xn} and it is assumed that
the “M” artificial fish can take any of the “N” number of position. The objective function of the AFSA algorithm
is expressed in equation 1.

fi®) = Y(Xi(®)/ ey
The line of separation between any two fish is expressed in equation 2.
dx,y =[[Xyx — Xy” 2

where, the dyy is the distance represented in x and y coordinate system and it is the line of separation between any
two fish. The Xy and Xy represent the position vectors of the fish. .

3.1.1.1 Search Behavior:

Consider the new position of the artificial fish at the present instant time (t) as X(t) and Xy(t)and is chosen in a
random manner to select an optimum position represented in equation 3.

X, =X, () +p (3)

Where, the p is the value chosen randomly within a range of 0 to 1. The migration of fish from one router to

another is mathematically represented as in equation 4.

X (t+1) = Xx(t)+%*e*a 4)

Where, the € is the step size of the fish taken for a single hop in the SDN and “a” is the random value selected
between 0 to 1. The fish in the AFSA redirects its movements if the necessitated conditions are not satisfied and
it tends to the new pattern of migration as represented in equation 5.

X,t+1D) =X () *e*xa 5)

The € and a values are chosen between 0 to 1 such that they are not equal.

3.1.1.2 Swarm Behavior

The swarm behavior is the vital process to determine the path through which the DDoS intended packets travel
towards the SDN. DDoS packet resembles a normal packet and intends to migrate through the path which the
other packets are choosing. The swarm behavior of the fish is compared with the swarm movement of malicious
packet to escape from the enemies (Mitigation tool). In this, consider the present position of the artificial fish is
the X«(t) and the fish number as fx. The visual centre position of the fish swarm is represented in equation 6.
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Xc(t) - Zii& ;I—N (6)

where, the X(t) is the centre position of the swarm and fy is the fish numbers. During this period, the artificial
fish (malicious packet) moves to the centre of the cluster as per the equation 7.
Xc(£)—=Xx (1)

Xx(t+1)= Xx(t)+m*€*a (7)

Using the equation 7, the artificial fish (malicious packet) can be migrated to the centre of the cluster so
that to trap it easily.
3.1.1.3 Follow Behavior
The follow behavior is the pattern of the artificial fish in moving towards the cluster of the high food concentration
(high packet concentration in a router) at the present time Xx(t). In this cluster, the identification of artificial fish
with minimal objective is performed using the position vector as represented in equation 8.

_ Xomin(£)—Xx(t)

Xx(t+1)— Xx(t)+m*€*a (8)
The minimum objective function of the artificial fish is mathematically represented in equation 9.

Kopin = 72020 ©)
N

The packet with the minimum objective function is considered as the malicious packet with the objective of
launching DDoS attack in the SDN network is made to move to the cluster.

3.1.1.4 Behavior Selection

The behavior of the artificial fish is in random manner and the identification of that random behavior is done for
the purpose to detecting its movement towards the high food concentration. The artificial fish possess multiple
types of behavior in moving towards the high food concentration area. Among those multiple behaviors, the
identification of tail is the successive method which relates to the identification of malicious packet with anomaly
header mentioning unknown source address, routing address which were not registered IP addresses are identified.
The major process employed to determine the artificial fish is to identify the tail end of the artificial fish
(unfamiliar header file pattern) is considered to be easier, failing on which, is followed by the clustering process.
In the clustering process, the artificial fish migrates towards the high food concentration area, where the detection
of artificial fish with minimum objective function is easier. The algorithm for the Artificial Fish Swarm algorithm
(AFSA) is illustrated in Table 2. The algorithm illustrates the step by process of detecting the malicious packet
creating the DDoS attack in the SDN.

3.1.2  Convolution Neural Networks — Recurring Neural Network (CNN-RNN)

The Convolution Neural Networks (CNN) has been widely used in many recent applications with an objective to
execute the tasks in an efficient manner. The CNN is a classification of neural network works on the principle of
feed forward mechanism and is composed of three layers namely convolution layer, pooling layer and
interconnected layer. The convolution layer possesses certain input features and it involves kernels to produce the
chaotic mapped outputs.

The standard convolution process is involved in detecting and mitigating the DDoS attack in the SDN
due to its identifying nature. The CNN tends to compare the entire incoming service request packet to detect the
anomaly behavior of the incoming service request packets. This process is performed using standard convolution
process namely depth wise convolution and point wise convolution. The 1x1 convolution kernels amalgamates
the output features produced in the previous convolution process. The combined version of CNN-RNN model
experiences the advantages of both CNN and RNN model and overcome the pitfalls of the aforementioned model
mutually. The input to the proposed integrated network of CNN-RNN is composed of two major modules namely
CNN and RNN to identify the local and the targeted features of the incoming packets to the SDN.

Table 2 Algorithm for Artificial Fish Swarm Algorithm (AFSA) in SDN

Algorithm: Artificial Fish Swarm Algorithm (AFSA) in SDN

Input:
Parameter Limit Ranges — “a”; “€”; “©”
Defining Inertia Weight Setting — “©”
Population: Network size (Fish count) — “N”
Acceleration factor; maximum particle speed.
Total Iteration count — “Ir”
Processes:
e Initialize the network population “N”, maximum particle speed.
e  OQutline the fitness function using equation 1.
e if MOD(t,x) = 0; then
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Restart the fish population “N”; N=1,2,3...N-1.

Perform the arbitrary selection and arbitrary drop of artificial fish.

end if

for k=1 to N do

If k=best, then

Perform mutation to generate new position x(t+1)

Else Perform artificial fish searching to generation cluster centric position
End if

End if

End for Perform arbitrary drop of fish in the population using equation 6 and 7.
Check whether iteration count is met

If In>I1, update the artificial fish details

Else Repeat iteration process.

End

The RNN module identifies the dependencies among the incoming service request packets. The convolution
model is composed of multiple layers and the kernel weight. The maximum pooling operation was employed to
identify the maximum value of the incoming data packets and to generate the chaotic map functions for the
incoming service request packets. CNN module’s hyper parameters which involves numerous kernels and the
module is composed of 128 vectors with a capacity of [30,1]. The output is mapped with a 128 dimensional
sequence. The output features are produces by the GRU layer which is fed forward as the input the successive
GRU layers. The featured output produced by the CNN module will retain the information of the spectral process
and after performing convolution process for several numbers of times, the extracted features by the CNN module
are given as the input the GRU model. To mitigate the risk of DDoS to get success, the output of the RNN network
is flattened by the RNN network in which one neuron will produce the anomalies in the incoming service
requesting packets. The algorithm for the proposed CNN-RNN network model is illustrated in Table 3.

Table 3 Algorithm for proposed CNN-RNN network

Algorithm: CNN-RNN Network Model

Input:

Initialization of input parameters and data.

Hyper parameters: Kernel range, filter, batch size, pool size, Rate.

Process:

Initialize the process.

Normalizing(train a, train b)

First Convolution process: Convl_model = Sequential(Kernel range, filter, batch size, pool size)

Convl_model(train a, train b, batch size)

Convl_output(feature model predict(train a)

Determine the input gate by passing the output of stage 1 to successive stages.

Iy = p(Wilxe—y, x.]) (10)

Determine the intermediate node state by forwarding the input of the present GRU to next GRU.

C; = tanh(Wi[x;_y, x:]) (11)

Determine the output stage from the final GRU.

0, = o(Wilx—q,%]) a2
The CNN-RNN model and the output stage retrieved from the final GRU module denies the incoming DDoS
packet from further forwarding to the server.
3.1.3  Seagull Optimization Algorithm
Most objectives associated with the routing in the networking is of complex computation process, and consumes
large volume of solution spaces. To overcome these concerns and to solve the objective functions effectively,
metaheuristic algorithm that do perform optimization process is employed which possess the cumulative effects
of advantages and overcomes the drawbacks the existing systems. Numerous metaheuristic approaches have been
introduced such as single solution algorithm and algorithms based on the population. The solutions in the single
solution approach is generated in a random manner and for population based approach, the solution is generated
in the search space.
The proposed method employs metaheuristic seagull optimization algorithm [24] for easy implementation process
and with reduced number of input parameters. The seagull is a bird categorized under omnivorous and has a
special ability to flush the salt away from their body. The seagulls are the habitats that do live in a group called
colonies, and it employs its skills in identifying and attacking their prey. The concept of seagull hunting their prey
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is employed to determine the shortest path in the SDN for the genuine incoming service requesting packets. The
malicious packets are detected and mitigated using the aforementioned algorithms.

Migration is the major process of seagulls in search of the prey. The seagulls tend to migrate in all directions thus
achieving three major conditions.

e Collision avoidance: The seagulls when performing the migration process during the search of prey,
tends to follow the collision avoidance migration process. A redundant variable “A” is used here for the
determination of new search agent. The position agent is mathematically represented in equation 13.
Nps = AX P(t) (13)

Where, N is the new position of the seagulls and Py(t) is the current position of the seagulls. The
redundant variable “A” can be defined as mentioned in equation 14.

A= fo = (tIna) (14)
Where, the f. is the control frequency.

e Migration aiming best neighbor: The collision avoidance condition is followed by the migration of
seagulls towards the best neighbor. The movement of seagulls towards the best neighbor is performed
based on the best seagull and is represented in equation 15.

M, =D * (Pp(t) — P, (1)) (15)
Where M is the migration of the seagull and Py is the position of best seagull.

o Close Affinity towards best search agent: The final condition of the migration of seagull in detecting
the prey is to maintain close affinity towards the best search agent. The updated or new position of the
seagull is mathematically represented in equation 16 to 20.

D, = [Ny — M| (16)
The new location of the best seagull in terms of X, yn, and z, coordinate system is represented in equation 17 to
19.

X, =1 *cos(t) (17)

Vo =1 * sin(t) (18)

z, =1 * tan(t) (19)

The new position of the best seagull is represented in equation 20.
P(t) = (Dg * X * Yo * 2n) + Pps(t) (20)

The algorithm of the proposed seagull optimization algorithm in determining the best multipath routing for load
balancing mechanism is illustrated in Table 4.

Table 4 Seagull Optimization algorithm for best multipath routing with load balancing mechanism
Algorithm: Seagull Optimization algorithm for best multipath routing with load balancing
mechanism
Input:

Population of seagulls (routers): Ng
Process:
e Initialization of parameters. A, fc, Imax.

Predefine: f. =4

Predefine: u=1 [any value between 0 to 1]

Predefine: v=1 [any value between 0 to 1]

while (t<Imax)

do

Pus(t) = Det fitness(Ps)

Choose random number: m=[0,1]

Choose prey k: k=[0,1]

Determine the distance using the equation 16.

Determine the location of the best seagull in terms of X, y and z using equations 17, 18 and

19.

Determine the position of new seagull using equation 20.

end do

e end process

The objective of the proposed work is fulfilled using the aforementioned algorithms and methodology. The
incoming malicious packet intended with slow rate DDoS attack reaching the SDN is detected and mitigated using
the Artificial Fish Swarm Algorithm (AFSA) and the amalgamated model of CNN-RNN. The remaining genuine
service requesting packets are treated using Seagull optimization algorithm for multipath routing mechanism by
providing load balancing concept.
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4. Results and Discussion

The proposed work is a two folded methodology intended to provide security to the SDN from the malicious
packet creating slow rate Distributed Denial of Service (DDoS) attack and to provide a load balancing in the SDN
through multipath routing mechanism.

The proposed work is analyzed based on the security analysis and the routing parameters like throughput, latency,
and jitter. The analysis of the proposed research work is performed on the raw personal computer oriented
implementation using Linux forwarding and is compared with the performance of the Open flow [25] and Linux
ProGFE SDN models. It is designed and tested using Mininet emulator operated on the Linux Fedora 64 bit
Operating System.

An Openflow Version 1.10 is employed to determine the topology of the SDN. For the purpose of analyzing the
proposed research work, a simple linear network topology is employed with varying quantity of fan outs. A unique
dataset is created for detecting the DDoS attack in the SDN network rather than preferring the existing datasets.
The unique dataset is composed of one hundred recording oriented on the statistical features like duration, byte
count, packet rate, packet per flow measured in the protocol namely UDP, TCP and ICMP. The unique dataset is
fed with the usual data pattern which is used during the analysis of the incoming service requesting packets.

In synthesis, Figure 2 demonstrates that the proposed framework holistically addresses the tripartite challenge of
modern local e-governance: it secures the network against cyber threats, stabilizes the end-user experience,
and scales administrative capacity. By embedding intelligent, response-time-aware optimization into the SDN-
enabled ICN architecture, this framework empowers local authorities to deliver resilient, high-trust digital public
services that meet the escalating demands of contemporary smart city ecosystems.
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Figure 2. The performance evaluation of the developed Al-enabled load balancing scheme for local
governments' computer networks.

In panel (a), the superiority of the hybrid CNN-RNN scheme (using AFSA optimization approach) is demonstrated
by the fact that it gives the lowest RMSE values when tested with various noise spectra. The lower network jitter
demonstrated by the routing scheme in panel (b) compared to other schemes such as OpenFlow and ProGFE
proves the stability in the delivery of government citizen services. From panel (c), it can be seen that the network
throughput improves substantially at different TCP window sizes.

5. Conclusion

The exponential surge in web demands intelligent and adaptive network management strategies, particularly in
Software Defined Networking enabled Information Centric Network architecture. This paper addressed the two
critical, intertwined challenges in such environments: Early detection of DDoS attacks and dynamic selection of
optimal, load- balanced routes- a process often undermined by existing solutions that neglect crucial server
response time. This paper sought to address these challenges through a new optimization approach that is twofold.
First, for security purposes, a hybrid deep learning model combining AFSA with CNN-RNN was designed, which
made use of the ability of AFSA to search globally to optimize the hyperparameters of the deep network, which
helped in improving feature extraction and temporal pattern detection in the network traffic. On the other hand,
for efficiency in routing, a Seagull Optimization Algorithm metaheuristic was used to define a custom fitness
function capable of balancing the network load and congestion, and implicitly, server response.

From the empirical testing of this framework, it became evident that promising results have been obtained, proving
the usefulness of the approach. The hybrid AFSA-CNN-RNN model proved effective in terms of attack detection
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in that the RMSE was reduced by 16.13% and 22.91% when compared to individual CNN and RNN, respectively.
Moreover, incorporation of seagull optimization-based routing scheme led to an impressive improvement in
network performance as network throughput increased by 31.98% and 33.96% when compared to conventional
OpenFlow protocol and Linux ProGFE approach, respectively. Thus, the combination of quantitative
improvements validates the efficiency of the proposed design in terms of improving the security of the network
while providing high-quality network performance.

It is possible to further expand the metaheuristic routing scheme to include energy consumption as the third
criterion, thus bringing green networking concepts into the scope of the developed design, and ensuring
sustainable scalability in the future development of 6G and IoT-based ICNs.
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