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Abstract: Wireless Sensor Networks (WSNs) are now a crucial part of contemporary digital infrastructure enabling data-driven 

governance applications environmental sensing and real-time monitoring in a variety of fields including public safety urban 

management and the execution of environmental policies. WSNs are vulnerable to various security threats that jeopardize data 

integrity confidentiality and overall network reliability due to their inherent limitations which include limited energy computational 

capacity and susceptibility to environmental adversities. Among these the Black Hole attack is a crucial denial-of-service (DoS) 

vulnerability in which malevolent nodes promote themselves as having the quickest and most recent route to the destination drawing 

substantial amounts of network traffic. These compromised nodes disrupt data transmission and impair network performance by 

dropping packets rather than forwarding them after the traffic is rerouted. In order to overcome this difficulty this study presents the 

Davis Meyer algorithm a reliable cryptographic and routing control system intended to identify and lessen Black Hole attacks in 

WSN settings. The suggested model increases data transmission reliability reduces packet loss and maintains network lifetime 

without placing a heavy computational burden on sensor nodes. In addition to strengthening WSNs resistance to malevolent 

intrusions the suggested method advances the creation of safe sustainable and governance-aligned sensor networks that are 

appropriate for widespread implementation in smart cities and environmental monitoring systems.  

 

Key Words: Black hole Attack, Davies-Meyer algorithm, Packet loss, Throughput, Trust level, FAR (False Alarm Rate) and MDR 

(Missed Detection Rate).

1. Introduction:  

A Wireless Sensor Network (WSN) is made up of many tiny self-configured devices called sensor nodes that 

are placed strategically throughout different areas where human access may be difficult or impossible. 

Temperature humidity air moisture and electrical signals are among the environmental data that these nodes 

can detect process and transmit. Military surveillance industrial control target tracking home automation space 

exploration pollution monitoring environmental and earth sensing forest fire and landslide detection healthcare 

systems area monitoring water quality management and smart grids are just a few of the numerous fields in 

which WSNs have found widespread use. However sensor nodes are extremely susceptible to security threats 

and malevolent intrusions due to their inherent limitations which include limited storage capacity limited 

computational power and energy limitations. As a result a variety of attacks such as wormhole sinkhole 

selective forwarding Sybil and Black Hole attacks can target WSNs. 

An especially dangerous threat is a Black Hole attack in which certain network nodes absorb or discard 

incoming and outgoing traffic without alerting the source nodes. As a result data packets are silently lost and 

the source nodes are not aware that their transmissions have not reached their intended destinations. 

Monitoring and examining the patterns of lost network traffic is usually necessary to identify such attacks [1]. 

 

The increasing dependence of smart governance systems and local administrations on wireless sensor 

infrastructures for tasks like environmental monitoring public safety and digital service delivery has made 

ensuring secure and reliable data transmission an essential priority [2]. Network performance and the 

dependability of data-driven decision-making processes in governance frameworks are both at risk from 

routing-based attacks particularly the Black Hole attack (Figure 1) [3] . The current study aims to identify and 
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reduce malicious routing behavior in WSNs by presenting an enhanced security mechanism based on the 

Davis Meyer algorithm [4]. The proposed method achieves resilience against denial-of-service attacks and 

energy efficiency by combining adaptive routing control with lightweight cryptographic verification . By 

doing this the research advances the development of a safe and sustainable WSN architecture that is in line 

with the concepts of smart governance and supports transparent efficient and trustworthy local-level data 

ecosystems [5].  

 
Figure1:Black hole Attack 

 

Wireless Sensor Networks (WSN) use wireless communication to transmit data and are made up of sensor 

nodes gateways and related software. WSN consists of gateway nodes that route the data and generic nodes 

that sense it. WSN applications now cover a broad range of electronics such as body sensor networks and 

smart appliances as IoT has evolved into the Internet of Everything (IoET) [6]. 

 However because of its limited resources WSN is vulnerable to a variety of Denial-of-Service (DoS) attacks 

including Blackhole Grayhole and Flooding attacks. This paper uses the Low Energy Aware Cluster Hierarchy 

(LEACH) protocol for experiments and presents a dataset designed specifically for WSN DoS attacks in order 

to address these vulnerabilities. This dataset is trained using an Artificial Neural Network which achieves high 

classification rates by classifying different kinds of DoS attacks. The suggested method seeks to lower false 

alarms and improve attack prevention accuracy [7].  

In addition groups of mobile devices that create transient networks—often without a fixed infrastructure—are 

what define Mobile Ad hoc Networks (MANET) [8]. These networks have dynamic topologies and are 

susceptible to security breaches especially the Blackhole attack in which malevolent nodes deceive data 

routing in order to intercept packets [9]. This study investigates the Blackhole attacks effects on network 

performance in the context of the Ad-hoc On-Demand Vector (AODV) routing protocol [10].  

In order to counter this the authors suggest an effective detection method that considerably reduces 

communication expenses while preserving higher security than current approaches [11]. Additionally by using 

hop count and creative detection techniques this study presents a lightweight technique for identifying both 

single and cooperative Blackhole attacks [12]. The suggested techniques outperform standard AODV in terms 

of improving MANET communications security and dependability [13].  

2. Proposed Method: 

Malicious nodes are separated using the Davis Meyer algorithm to prevent packet loss during transmission 

between the source and destination nodes. The suggested algorithms sequential steps are described in the 

flowchart as shown in Figure 2. 



LEX LOCALIS-JOURNAL OF LOCAL SELF-GOVERNMENT  

ISSN:1581-5374 E-ISSN:1855-363X   

VOL. 23, NO. 11(2025) 

 

2283 

 

 
Figure- 2: Flow chart

 

The system designates a cluster head as the base station where the Davis Meyer algorithm is used in order to 

track node activity and routing behavior. Using an algorithm that continuously monitors communication 

patterns and node status regular nodes in this configuration communicate with the base station.  

 

 
During the path-finding process the algorithm distinguishes between normal and malicious nodes. Normal 

nodes only report valid paths whereas malicious nodes promote false routes as the best ways to draw data 

packets. Because of this clever classification and control malicious nodes are isolated and data packets are 

safely routed toward the destination instead of being intercepted or dropped in the middle of transmission. In 

addition to enhancing network trustworthiness and preventing the Black Hole attack this approach guarantees 

secure efficient and resilient data communication—a critical element of smart governance infrastructures.  

The purpose of Davies Meyer Algorithm is to identify malicious nodes and to safeguard the packets to be lost 

because of not forwarding them. The implementation of Davies Meyer Algorithm is to secure the packet drop 

and improve the system performance. 
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2.1 Scenario:  

Using the Davis Meyer algorithm an improved Trust Detection model is shown in Figure 3 of the paper. The 

network simulator NS2 which has a configuration of 100 randomly placed mobile nodes in a field measuring 

1000 X 1000 m² is used to assess the models performance. It is estimated that between 10 and 50 percent of 

the 100 sensor nodes in this network act maliciously by dropping transmitted packets at rates between 50 and 

80 percent. Using a Constant Bit Rate (CBR) traffic model packets are sent at a fixed rate of four packets per 

second assuming a one-minute pause time for each destination node. Table 1 shows the simulations 

environmental settings.  

Table 1.Network configuration parameters.

 

3. Results & Discussion:  

3.1Packet loss : Packet loss in wireless sensor network is  nothing but the amount of data sent reduces the 

amount of data received. 

 
Figure 3:Packet Loss 

Figure 3 displays the packet loss results in a wireless sensor network with varying percentages of malicious 

sensor nodes. Due to black hole attack, the malicious node got the packets from source node and drop it instead 

of forwarding to the target node.  

3.2Energy consumption 

By identifying the malicious node as shown in figure 4, the Davies Meyer algorithm overcomes packet loss 

and improves energy consumption.  
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Figure 4:Energy Consumption 

 

3.3 Throughput:  

Throughput is defined as the total number of packets transmitted to the specified destination in given time. 

This metric is high when connectivity and coverage are high in the network. This statistic also assesses the 

routing algorithm's performance. 

 

 
Figure 5: Throughput 

As the graph illustrates, the black hole attack randomly reduces the wireless sensor network's throughput 

because the packet delivery ratio is not as high as anticipated. To improve this, we suggest the Davies Meyer 

Algorithm, which will identify the malicious nodes from the route in order to eliminate packet drop and 

significantly increase throughput, as shown in figure 5. 

Trust Level: 

Trust is the level of belief that is dependent on the entity's accomplishments and only applies within a particular 

viewpoint at a particular moment, rather than being a fixed value associated with the entity. 

 

 
Figure 6: Trust Level 
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The suggested system uses two metrics—Missed Detection Rate (MDR) and False Acceptance Rate (FAR), 

which are provided in the following equations—to assess the identification of messages. 

 𝑀𝐷𝑅 = 𝑁𝑚𝑖𝑠𝑁  

 

                                𝐹𝐴𝑅 = 𝑁𝑓𝑁𝑖  
where Nf is the number of false recognized by the method, which is recognized as true packets, Ni is the 

number of packets recognized by the method and Nmis is the Number of true packets recognized by the method. 

 
Figure 6: False Acceptance Rate 

Due to black hole attack, source node accepting wrong paths as right paths and send the packets. By means 

of Davies Meyer Algorithm this FAR can be reduced as malicious nodes are detected and packets are routed 

to the destination instead of dropped and is depicted in figure 6.

 
             Figure 7: Missed Detection Rate 

Because of using Davies Meyer Algorithm, the malicious nodes are detected and the packets’ missed rate is 

also significantly reduced as shown in the Figure 7.  

4.Conclusion: 

The study shows that the performance and dependability of Wireless Sensor Networks (WSNs) are greatly 

improved by successfully addressing routing-based threats especially the Black Hole attack. By successfully 

identifying and isolating malicious nodes using the Davis Meyer algorithm the suggested framework protects 

network stability and data forwarding. NS2 tool-based simulations show significant gains in a number of 

performance metrics most notably higher throughput combined with lower packet loss and energy usage 

suggesting more secure data transfer. Additionally assessments of other metrics like Trust Level False 
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Acceptance Rate (FAR) and Missed Detection Rate (MDR) validate the algorithms ability to strengthen the 

networks reliability and resilience.  
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