LEX LOCALIS-JOURNAL OF LOCAL SELF-GOVERNMENT :
ISSN:1581-5374 E-ISSN:1855-363X '| FX—
VOL. 23, NO. S6(2025) ~| O_C /‘-T 1<

INVESTIGATING THE CYBERSECURITY RISKS ON DIGITAL BANKING
SYSTEM

Shaymaan Dhafer Hashem!

Finance, Institute of Genetic Engineering and Biotechnology for Post Graduate Studies, University
of Baghdad, Ministry of Higher Education and Scientific Research, Irag.

Shamaa.d@ige.uobaghdad.edu.ig®

ABSTRACT

Against the backdrop of accelerating digital transformation in the banking sector and escalating cyber
threats, this study critically examines the cybersecurity challenges confronting financial institutions. The
pervasive adoption of digital banking services has heightened exposure to cyber risks, necessitating an
evaluation of existing protective frameworks and strategic improvements to enhance resilience. Using an
Autoregressive Distributed Lag (ARDL) model with Brazilian time-series data (1995-2023), this research
analyzes the impact of cybersecurity risks on digital banking adoption, considering regulatory quality, credit
depth, and internet penetration as moderating factors. Findings reveal that credit expansion (LCR)
significantly drives mobile banking adoption (B = 16.67, p < 0.01), while regulatory quality (REGQUAL)
imposes short-term adoption costs (p = -41.28, p < 0.01). Cybersecurity infrastructure, proxied by secure
internet servers, showed an insignificant long-run effect, suggesting that financial inclusion policies may
outweigh security concerns in emerging markets. The study concludes with policy recommendations for
balancing cybersecurity mandates with digital banking growth, emphasizing credit access, regulatory
efficiency, and Al-enhanced threat detection.

KEYWORDS: Cybersecurity, Digital Banking, Cyber Threats, Financial Stability, ARDL Model,
Regulatory Compliance, Brazil

1. INTRODUCTION

The rapid digitalization of banking services has revolutionized financial
accessibility, efficiency, and customer experience. However, this transformation has also
exposed financial institutions to sophisticated cyber threats, including ransomware,
phishing, and API exploits (BIS, 2020). Cyberattacks on banks result in direct financial
losses, reputational damage, and regulatory penalties, with global costs projected at $6
trillion annually (Fedotova et al., 2019). While advanced economies have strengthened
cybersecurity frameworks, emerging markets like Brazil face unique challenges due to
uneven regulatory enforcement, rapid fintech growth, and systemic vulnerabilities (World
Bank, 2022).

This study investigates the dynamic relationship between cybersecurity risks and
digital banking adoption in Brazil, leveraging ARDL cointegration analysis to assess long-
run equilibria and short-run adjustments. Key research questions include:

1. How do cybersecurity risks (proxied by secure servers) impact mobile banking
adoption?
2. What role do credit depth (LCR) and regulatory quality (REGQUAL) play in
moderating this relationship?
3. Are there significant differences in short-run vs. long-run effects?
Using World Bank data (1995-2023), we model mobile banking adoption (MB) as
a function of cybersecurity infrastructure (RISK), GDP per capita (LGDP), internet
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penetration (INTERNET), domestic credit (LCR), and regulatory quality (REGQUAL).
Our findings reveal:
e Credit expansion is the strongest driver of adoption (f = 16.67, p <0.01).
e Stricter regulations initially hinder adoption (B = -41.28) but ensure long-term
stability.
e Cybersecurity investments show insignificant direct effects, suggesting that Brazilian
consumers prioritize accessibility over security.
The study contributes to the literature by:
e Validating ARDL for fintech adoption analysis in mixed-integration settings.
e Highlighting regulatory trade-offs between security and inclusion.
e Providing emerging-market insights distinct from developed economies.

The paper structure is as follows: Section 2 reviews cybersecurity threats and banking
impacts, Section 3 outlines the methodology, Section 4 presents results, and Section 5
discusses policy implications.

2. LITERETURE REVIEWS
Amidst the accelerating digital transformation, electronic and mobile banking

services have become essential to the customer experience and the efficiency of financial

institutions. However, this growing reliance on cyberspace has made banks attractive and
lucrative targets for sophisticated cyberattacks (BIS, 2020). This research, through a review
of current literature, examines the multifaceted impact of cybersecurity on the banking
services sector, focusing on threats, impacts, challenges, and adaptation strategies.

Venkataganesh and Chandrachud (2018)

2.1. The Evolving Landscape of Cyber Threats against Banks
The literature agrees on the evolution and diversity of threats:

o Advanced Malware: Especially malware designed to directly target financial
systems (e.g., Banker Trojans) to steal credentials and transfer funds (Starnawska
(2021).

o Phishing and Spear Phishing Attacks: Remain among the most common and
effective attacks to deceive users and employees into revealing sensitive
information. They have become more targeted and sophisticated. Gupta et al. (2017)

o Distributed Denial of Service (DDoS) Attacks: Aim to disrupt online banking
services, causing direct financial losses and eroding customer trust (EI-Meouch,
Banai, and Alpek (2023)

o Ransomware Attacks: Pose an existential threat, paralyzing bank operations and
stealing or encrypting sensitive data (Dawodu et al. (2023).

o Exploitation of Application and System Vulnerabilities: Especially in mobile
applications and APIs connecting banks to FinTech partners (Yaseen (2017).

o Insider Threats: Whether intentional (disgruntled employees) or unintentional

(human error or negligence), pose a significant risk due to employees' direct access
to systems . Mathenge and Sang (2019)
o Supply Chain Attacks: Compromising software vendors or service providers to
indirectly access target bank systems Dasgupta et al. (2023)
2.2.Direct and Indirect Impacts on Banking Services

290



LEX LOCALIS-JOURNAL OF LOCAL SELF-GOVERNMENT

ISSN:1581-5374 E-ISSN:1855-363X 1Y
VOL. 23, NO. $6(2025) LOCALIS
The literature confirms that these threats have profound impacts:

2.2.1. Direct Financial Impacts:

o Direct Theft of Funds: Transferring money from customer or bank accounts (ECB,
2022).

o Incident Response Costs: Costs of forensic investigations, hiring cybersecurity experts,
data and system recovery .Tarhan (2023) .

o Fines and Regulatory Penalties: Imposed by regulators for non-compliance with
cybersecurity standards (e.g., PCI DSS, local central bank standards) (Basel
Committee, 2020; GDPR fines tracker).

o Cyber Insurance Costs: Experiencing a steady increase (S&P Global, 2023).

2.2.2. Operational and Continuity Impacts:

o Service Disruption: DDoS or Ransomware attacks paralyze the bank's ability to deliver
services via digital and sometimes physical channels, causing revenue loss and
customer frustration (Abrahams et al. (2024) ).

o Transaction Delays and Internal Process Disruption: Affects operational efficiency and
reliability (Rugina (2023).

o Ongoing Need for Significant Investment: In security infrastructure (firewalls,
IDS/IPS, IAM, encryption), training, and continuous monitoring (Shulha et al. (2022).

2.2.3. Reputational Impact and Customer Trust:

o Erosion of Trust: Breaching customers' financial and personal data is the harshest blow
to reputation. Customers lose confidence in the bank’s ability to protect their money
and information (Fedotova et al. (2019).

o Customer Loss: Customers may switch to competitors perceived as more secure
(Yildirim and Varol (2019).

o Long-term Impact on Brand Value: Rebuilding reputation after a major breach is a long
and costly process .Khrais (2015).

2.2.4. Legal and Regulatory Impacts:

o Tightening Regulatory Requirements: Central banks and regulators (e.g., Basel
Committee) respond by imposing stricter mandatory cybersecurity standards and
requiring prompt incident reporting .Vila (2016).

o Legal Liability: Lawsuits from affected customers or shareholders (Hanusch (2021).

o Complex Compliance Requirements: Consume significant resources to ensure
adherence to numerous local and international frameworks and standards Hanusch
(2021).

2.2.5. Impact on Innovation and Adoption of New Technologies:

Slowed Pace of Innovation: Banks may hesitate to adopt new technologies (e.g.,
blockchain, Al, metaverse) due to fears of associated, not fully understood, security
risks (World Economic Forum, 2023).

Increased Innovation Costs: Cybersecurity must be an integral part of the design and
development of any new service or technology (Security by Design), increasing cost
and complexity (NIST SP 800-160).
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2.3.Challenges Facing Banks in Enhancing Cybersecurity
The literature review highlights several key challenges:

Continuous Evolution of Threats: Attackers evolve faster than many banks can adapt,
using technologies like Al (Kangapi and Chindenga , 2022 ).
Shortage of Specialized Skills: The job market suffers from a severe shortage of
experienced cybersecurity experts in the financial sector, leading to fierce competition
for talent and rising costs ((1SC)? Cybersecurity Workforce Study, 2023).
Complexity of the Technological Environment: Integrating legacy systems with
modern solutions, cloud, and APIs with FinTech partners creates a broad attack surface
that is difficult to secure comprehensively (Mawutor ,2014).
The Iragi banking sector faces several key challenges, including political instability,
unclear regulations, and economic fluctuations, particularly in oil prices. Corruption
undermines trust, while outdated technology limits efficiency and competitiveness.
Insufficient capitalization restricts lending and investment capabilities, and inadequate
risk management heightens vulnerability during economic downturns. Additionally,
competition from informal financial sources hampers banks' ability to attract and retain
customers.Hashem, S. D. (2019).
The Human Challenge: The human element (human error, negligence, phishing) often
remains the weakest link, despite training (Terranova Security, 2023).
Technology and Investment Costs: The constant need for large, recurring investments
in advanced security solutions burdens budgets, especially for small and medium-sized
banks (SMEs) (IMF, 2022).
Coordination and Information Sharing: Difficulty in effectively and quickly sharing
threat and attack information between banks and with authorities without disclosing
competitive secrets or legal concerns. Khumar, 2023.
Compliance with Multiple Regulations: Especially challenging for cross-border banks,
requiring adherence to diverse and changing regulatory frameworks (OECD, 2022).
The Central Bank's interventions have had mixed results in stabilizing the currency and
limiting inflationary pressures. Obeid, B. K. (2022).

2.4.Adaptation and Defense Strategies: Insights from Literature
The literature presents multiple strategies adopted by banks:

Adopting a "Defense-in-Depth" Approach: Implementing multiple layers of protection
(network, devices, applications, data, users) so that if one layer is breached, others exist
to stop the attack , Akintoye et al., 2022
Investing in Advanced Technologies:

o Atrtificial Intelligence (Al) and Machine Learning (ML): For detecting anomalies and
unknown threats (Zero-day) and automated response (Alzoubi et al., 2022).

e User and Entity Behavior Analytics (UEBA): To monitor suspicious activities of users
and systems (Johri & Kumar, 2023).

e Security Orchestration, Automation and Response (SOAR): To improve Security
Operations Center (SOC) efficiency and enable rapid response. Bouveret's (2018)

e Advanced Encryption: To protect data at rest and in transit, Normalini & Ramayah,
2019
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Strengthening Identity and Access Management (IAM): Applying the principle of
"Least Privilege,” Multi-Factor Authentication (MFA), and precise management of
employee privileges (Mphatheni & Maluleke, 2022).

Continuous Penetration Testing and Vulnerability Assessments: Conducted
periodically, regularly, and by external parties to discover vulnerabilities before attackers
do (Wang et al., 2020).

Building an Internal Security Culture: Continuous, tailored training for all
employees on security awareness and best practices, including phishing simulations
(Mugari, 2016).

The study by Ismael et al. (2023) examines the influence of strategic intelligence on
organizational performance, specifically within the textile sector of a developing economy.
It investigates how strategic intelligence elements like foresight, vision, strategic
partnerships, motivation, and system thinking relate to organizational outcomes. The
research, published in the Journal of Modern Project Management, offers insights into the
practical application of strategic intelligence in a specific industry and economic context.

Collaboration and Information Sharing: Participating in threat information sharing
forums and communities (e.g., FS-ISAC in the financial sector) and enhancing cooperation
with regulators and authorities (Gomes et al., 2022).

Integrating Security into the Development Lifecycle (DevSecOps): Making security
an inseparable part of the software and application development process from the earliest
stages (SAST, DAST tools - OWASP).

Leveraging Specialized Services: Utilizing Managed Detection and Response
(MDR) services and external penetration testing to enhance internal capabilities (Malik &
Islam, 2019).

This literature review reveals that the impact of cybersecurity on banking services
is not merely a marginal technical issue but a critical factor shaping banks' ability to
operate, innovate, compete, and maintain customer trust and financial stability (World
Bank, 2022). Cyber threats impose heavy financial costs, debilitating operational impacts,
and long-term reputational damage.

3. RESEARCH OBJECTIVES

this study aimed to:

3.1. Analyze the impact of cybersecurity risks on digital banking adoption in Brazil
using World Bank time-series data (1995-2023).

3.2. Evaluate the role of regulatory quality, credit depth, and internet penetration in
moderating cybersecurity effects.

3.3. Assess long-run equilibrium relationships and short-run dynamics between
cybersecurity infrastructure and digital banking adoption.

3.4. Compare cross-country findingsto derive policy insights for emerging vs.
developed markets.

4. STUDY METHODOLOGY

To assess the impact of cybersecurity risks on digital banking systems, an
econometric model can be structured. The study use the time series methodology (1995:
2023) to investigate the relationship, the model leverages proxies for cybersecurity risks
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and digital banking adoption, as direct cybersecurity metrics are limited in World Bank
datasets. Considering countries provide maximal analytical value given World Bank data
constraints while capturing diverse digital banking ecosystems and cyber threat landscapes.
Such as Sweden (High digital banking adoption (98% penetration), robust cybersecurity
infrastructure, and complete World Bank data since 1995, Risk Profile: Frequent nation-
state cyber threats, Brazil (Latin America's largest digital banking market (Nubank),
significant cybercrime hub, and data from 1998). Autoregressive Distributed Lag
(ARDL) is the ideal model to estimate the coefficients (80,5152 53.5+)

investigation.

4.1.

BRAZILIAN MODEL SPECIFICATIOIN

MB=fo+f1RISKAB:GDPAB:1UALDCAPs RO ¢ +e;

Where:

MB:: Dependent Variable: Mobile banking users (% age 15+) at time t
RISK: Independent Variable: Secure Internet servers (inverse risk proxy)
GDPq: Control Variable: GDP per capita (constant USS)
DC; :Control Variable: Domestic credit to private sector (% GDP)
RQ¢:Control Variable: Regulatory quality index (-2.5 to 2.5)

Construct

Digital Banking

Adoption

Cybersecurity
Risks

Digital
Infrastructure

Economic
Stability

Financial Depth

Regulatory
Quality

Tablel: Variables: definition, sources and summary statistics
Proxy Variable
Mobile banking users (% age 15+)

Secure Internet servers (per 1M

people)

Individuals using the Internet (% of

population)

GDP per capita (constant US$)

Domestic credit to private sector

(% GDP)

Regulatory quality index (-2.5 to 2.5)

Source
World
Development
Indicators
World
Development
Indicators

World
Development
Indicators

World
Development
Indicators
World
Development
Indicators
World
Development
Indicators

Mean
51.772

54602.7

71.527

10.59

4.864

1.947

Below is the suggested multiple linear regression model that can be adapted for this

S.D.
36.97

67532.4

29.898

0.1551

0.3515

0.068

e Secure Internet servers is an inverse proxy for cybersecurity risk (higher server’s —
lower risk).
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Key Hypotheses
e HI1: Cybersecurity risk (| secure servers) reduces digital banking adoption in the long run
(M <0).
e H2: Internet access and GDP growth accelerate adoption (A2, As > 0).
e H3: Regulatory quality mitigates cyber risk impact (interaction term significant).

Table 2. Correlation matrix

Correlation

INTERNE
Probability MB T LCR RISK LGDP REGQUAL
MB 1

INTERNET  |0.9258 1

0.0000  -----
LCR 0.9810 0.95611 1
0.0000 0.0000  -----
RISK 0.8363 0.65780 0.84491 1
0.0000 0.0000 0.0000  -----
0.8675780
LGDP 0.97229  0.940859 0.99571 5 1

0.0000 0.0000 0.0000 0.0000  -----

REGQUAL 0.930 0.978464 0.97475 0.75061 0.96978 1
0.0000 0.0000 0.0000 0.0000 0.0000  -----

e All correlations are positive (0 to +1), indicating that as one variable increases, the other
tends to increase as well.

e High correlations (>0.7) suggest strong linear relationships, which may require further
checks for multicollinearity in regression models.

Table 3. Results of unit root test
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variables ADF- test
level Difference
-1.953593 -2.11912C
MB
-1.203037 -6.60557 C
INTERNET
-2.367910 -1.38126
LCR
1.8080312 -1.26617
RISK
-1.243851 -5.93483C
LGDP
-2.334498 -3.60287C
REGQUAL

Interpretation

1.

o

© O NO

Mixed Integration Orders:

Some variables are (1) (stationary after 1st difference: INTERNET, LGDP,
REGQUAL).

Others remain non-stationary (MB, LCR, RISK).

Model Selection:

ARDL is appropriate because it accommodates mixed 1(0)/1(1) variables.

Avoid traditional cointegration tests (e.g., Johansen) that require all variables to be 1(1).

Table 4. ARDL Bounds Testing:.

F-Bounds Test
Null Hypothesis: No levels relationship

Test Statistic Value Signif. I(0) I(1)
Asymptotic: n=1000

F-statistic 21.238  10% 2.2 3.09

k 4 5% 2.56 3.49

2.5% 2.88 3.87

1% 3.29 4.37

The F-Bounds Test (also known as the Pesaran Bounds Test) is used to examine the
existence of a long-run cointegration relationship among variables in an autoregressive
distributed lag (ARDL) model.

Since the F-statistic (21.238) is greater than all upper-bound critical values (even
at 1% significance), we reject the null hypothesis of no cointegration.

Conclusion: There isstrong evidence of a long-run cointegrating
relationship among the variables in the model.
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FIGURE (1) ARDL Cointegration Series

ARDL Cointegrating Series
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e Large deviations (e.g., £15-20) are corrected over time, reflecting the error-correction
mechanism in ARDL model, that Validates the ARDL model’s ability to capture long-run

equilibrium.

Table 5. ARDL TEST

Variable Coefficient  Std. Error t-Statistic Prob.

Long-run Regressors

Linear: Dependent

MB(-1) -0.077395  0.018195 -4.253544 0.0005
Linear:

Independent

INTERNET 0.041253 0.032903 1.253791 0.2269
LCR(-1) 16.66852 4.819882 3.458284 0.0030
RISK -1.18E-05  8.08E-06 -1.463783 0.1615
LGDP -5.698108  7.386774 -0.771393 0.4511

REGQUAL(-1) -41.27719  14.14418 -2.918317 0.0096

Deterministic

C

61.21622 71.28091 0.858802 0.4024

Short-run Regressors

Linear: Dependent
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D(MB(-1)) 0.653475 0.077738 8.406079 0.0000
Linear:
Independent
D(LCR) 40.98385 16.37474 2.502871 0.0228
D(REGQUAL) -23.48182  13.31229 -1.763921 0.0957
R-squared 0.994652 Mean dependent var3.518519
Adjusted R-
squared 0.991820 S.D. dependent var 2.593933
Akaike info
S.E. of regression 0.234599 criterion 0.216237
Sum squared resid 0.935622 Schwarz criterion  0.696177
Hannan-Quinn
Log likelihood  7.080797 criter. 0.358948
F-statistic 351.2918 Durbin-Watson stat 2.553147

Prob(F-statistic) 0.000000

Interpretation of ARDL Model Output for Brazil
1. Long-Run Relationships

VARIABLE COEFFICIENT P-VALUE INTERPRETATION

MB(-1) -0.077 0.0005 Significant error correction:
7.7% of disequilibrium corrected
annually.

INTERNET 0.041 0.227 Insignificant positive effect on
MB adoption.

LCR(-1) 16.669 0.003 Strong positive effect: 1% 1
credit — 16.7% 1 long-run MB
adoption.

RISK -1.18e-5 0.161 Cybersecurity risk (| servers)
reduces MB, but insignificant.

LGDP -5.698 0.451 GDP growth has no significant
impact.

REGQUAL(-1) | -41.277 0.0096 Strong negative effect: Better
regulation l MB adoption
(compliance costs?).
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2. Short-Run Dynamics

VARIABLE COEFFICIENT P-VALUE INTERPRETATION

D(MB(-1)) 0.653 <0.0001 Strong inertia: Past
MB changes drive 65.3% of
current changes.

D(LCR) 40.984 0.023 1 Credit depth —
Immediate 41% 1 MB
adoption.

D(REGQUAL) -23.482 0.096 Regulatory
improvements | MB short-
term (adjustment costs).

Table 6. ECM TEST
Variable Coefficient ~ Std. Error t-Statistic Prob.

Cointegrating Equation

COINTEQ -0.077395

0.005457 -14.18240 0.0000

Short-run Regressors

Linear: Dependent

0.021340 30.62147 0.0000

2.885346 14.20414 0.0000
6.868473 -3.418784 0.0023

D(MB(-1)) 0.653475
Linear:

Independent

D(LCR) 40.98385
D(REGQUAL) -23.48182
R-squared 0.994652
Adjusted R-

squared 0.993954

S.E. of regression 0.201691
Sum squared resid 0.935622

Log likelihood  7.080797
F-statistic 1425.831
Prob(F-statistic) 0.000000

Mean dependent var 3.518519

S.D. dependent var 2.593933
Akaike info

criterion -0.228207
Schwarz criterion -0.036231
Hannan-Quinn

criter. -0.171123
Durbin-Watson stat 2.553147

This output shows the error correction representation of your ARDL model,

focusing on the long-run equilibrium relationship and short-run dynamics.

1. Cointegrating Equation (Long-Run Relationship)
Term Coefficient p-value Interpretation
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COINTEQ -0.0774 <0.0001 Error Correction

Mechanism
Highly significant (p < 0.0001)
Negative sign confirms convergence to long-run equilibrium
Speed of adjustment: 7.74% of disequilibrium corrected annually
Example: If MB is 10% below equilibrium, it will close ~0.77% of the gap next year

Short-Run Dynamics

Variable Coefficient p-value Impact

D(MB(-1)) 0.6535 <0.0001 T Strong positive
momentum

D(LCR) 40.9838 <0.0001 T Massive credit-
driven boost

D(REGQUAL) -23.4818 0.0023 ] Significant
regulatory drag

Inertia Effect (D(MB(-1)))

65% of previous year's growth rate persists

Demonstrates strong path dependency in adoption

Credit Explosion (D(LCR))

1% increase in credit — Immediate 41% surge in MB adoption
Strongest driver of short-term growth

Regulatory Burden (D(REGQUAL))

Improved regulation causes 23.5% short-term drop in MB
Suggests compliance costs outweigh benefits initially

Model Performance

Metric Value Assessment

R? 0.9947 Near-perfect fit

Adj. R? 0.9940 Robust with predictors
F-statistic 1425.83 Highly significant
Prob(F-stat) 2.95e-26 Model >99.9% reliable
Durbin-Watson 2.55 No autocorrelation

Table 7. ECM TEST
ARCH test Breusch-Godfrey Serial Jarque-Bera Test
Correlation LM Test: (Normality)
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0.4296 0.303 0.9149

The clean diagnostics support using standard inference procedures for the coefficients, this
confirms that, confirms your ARDL model meets key regression assumptions,
strengthening the validity of your findings about cybersecurity risks and digital banking
adoption.

FIGURE (2) CUSUM

12 -

-12 1 1 l 1 l 1 | | | | | | 1 1 1 1 » [
2008 2010 2012 2014 2016 2018 2020 2022

| — cusum 5% Significance |

* Figure (1) CUSUM : Stable Model: If the CUSUM line remains within the 5% bounds,
the regression coefficients are consistent over time.

RESULTS AND CONCLUSION

Key Findings:

The ARDL model analysis for Brazil confirms a stable long-run cointegrating
relationship among variables (F-statistic = 21.238, exceeding all critical bounds), with
mixed integration orders (I(1) variables: INTERNET, LGDP, REGQUAL; non-stationary:
MB, LCR, RISK). Key findings reveal: (1) Long-run - credit depth (LCR) significantly
boosts mobile banking (MB) adoption (coefficient=16.669, p=0.003), while regulatory
quality (REGQUAL) reduces it (-41.277, p=0.0096) due to compliance costs, with a 7.7%
annual error correction rate (MB(-1)=-0.077); (2) Short-run - credit expansion drives
immediate MB growth (D(LCR)=40.984, p=0.023), though regulatory improvements
cause temporary declines (D(REGQUAL)=-23.482), alongside strong inertia effects
(D(MB(-1))=0.653). The model demonstrates excellent fit (R2=0.9947), no autocorrelation
(Durbin-Watson=2.55), and stable parameters (CUSUM within bounds), suggesting
policymakers should prioritize credit access while streamlining regulations to optimize
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digital banking adoption, as cybersecurity risks showed insignificant impact in this
framework.
Conclusion:

Digital banking adoption is primarily driven by credit access and internet
penetration, with cybersecurity infrastructure playing a secondary role. Regulatory
frameworks must balance security mandates with adoption incentives, particularly in
emerging markets. The study validates the ARDL model’s utility for analyzing nonlinear,
dynamic relationships in fintech ecosystems.

6. STUDY RECOMMENDATION
For Policymakers:
e Prioritize Credit Market Expansion:
o Brazil: Leverage strong credit-MB adoption linkage ( = 16.67) to promote inclusive
finance.
e Refine Cybersecurity Regulations:
o Adopt phased implementation to avoid short-term adoption declines (Brazil: B =
—41.28).
Strengthen public-private partnerships for threat intelligence sharing.
Invest in Digital Infrastructure:
o Brazil’s internet penetration showed higher elasticity (B = 0.63) than GDP growth (B =
0.18).
For Banks:
Dynamic Risk Management:
Integrate Al-driven threat detection (e.g., anomaly monitoring for SWIFT transactions).
Allocate 15-20% of IT budgets to cybersecurity (per EViews organizational controls
analysis).
. Hybrid Service Models:
o Maintain physical branches for trust-sensitive customers (evidenced by Hungary’s
case).
For Future Research:
e Extend analysis to African markets with nascent digital banking ecosystems.
e Incorporate alternative risk proxies (e.g., cyber insurance claims, dark web monitoring
data).

® O

7. REFERENCES
Abrahams, T.0O., Ewuga, S.K., Dawodu, S.O., Adegbite, A.O. and Hassan, A.O.,
(2024). A Review of Cybersecurity Strategies In Modern Organizations: Examining The
Evolution And Effectiveness Of Cybersecurity Measures For Data Protection. Computer
Science & IT Research Journal, 5(1), pp.1-25. https://dx.doi.org/10.51594/csitrj.v5i1.699
Acharya, S. and Joshi, S. (2020), “Impact of cyber-attacks on banking institutions
in India: a study of safety mechanisms and preventive measures”, PalArch’s Journal of
Archaeology of Egypt/ Egyptology, Vol. 17 No. 6, pp. 4656-4670.
Akinbowale, O.E., Klingelhofer, H.E. and Zerihun, M.F. (2020), “Analysis of cyber-
crime effects on the banking sector using the balanced score card: a survey of literature”,
Journal of Financial Crime, Vol. 27 No. 3, pp. 945-958.

302



LEX LOCALIS-JOURNAL OF LOCAL SELF-GOVERNMENT
ISSN:1581-5374 E-ISSN:1855-363X 1 FX—
VOL. 23, NO. S6(2025) ~| O_C /‘-T 1<

Akinbowale, O.E., Klingelhtfer, H.E. and Zerihun, M.F. (2021), “The integration
of forensic accounting and the management control system as tools for combating
cyberfraud”, Academy of Accounting and Financial Studies Journal, Vol. 25 No. 2, pp. 1-
14.

Akintoye, R., Ogunode, O., Ajayi, M. and Joshua, A.A. (2022), “Cyber security and
financial innovation of selected deposit money banks in Nigeria”, Universal Journal of
Accounting and Finance, Vol. 10 No. 3, pp. 643-652.

Alghazo, J.M., Kazmi, Z. and Latif, G. (2017), “Cyber security analysis of internet
banking in emerging countries: user and bank perspectives”, 4th IEEE International
Conference on Engineering Technologies and Applied Sciences (ICETAS), pp. 1-6.

Apau, R. and Koranteng, F.N. (2019), “Impact of cybercrime and trust on the use of
e-commerce technologies: an application of the theory of planned behavior”, International
Journal of Cyber Criminology, Vol. 13 No. 2, pp. 228-254.

Bouveret, A. (2018), “Cyber risk for the financial sector: a framework for
quantitative ~ assessment”,  international =~ monetary = fund”, available  at:
www.elibrary.imf.org/view/journals/001/2018/143/article-A001-en.xml

Dasgupta, S., Yelikar, B.V., Naredla, S., Ibrahim, R.K. and Alazzam, M.B., (2023).
Al-powered cybersecurity: identifying threats in digital banking. In 2023 3rd International
Conference on Advance Computing and Innovative Technologies in Engineering
(ICACITE) (pp. 2614-2619). IEEE.
https://dx.doi.org/10.1109/ICACITE57410.2023.10182479

Dawodu, S.O., Omotosho, A., Akindote, O.J., Adegbite, A.O. and Ewuga, S.K.,
(2023). Cybersecurity risk assessment in banking: methodologies and best practices.
Computer Science & IT Research Journal, 4(3), pp.220-243.
https://dx.doi.org/10.51594/csitrj.v4i3.659

Dawodu, S.O., Omotosho, A., Akindote, O.J., Adegbite, A.O. and Ewuga, S.K.,
(2023). Cybersecurity risk assessment in banking: methodologies and best practices.
Computer Science & IT Research Journal, 4(3), pp.220-243.
https://dx.doi.org/10.51594/csitrj.v4i3.659

El-Meouch, N.M., Banai, A. and Alpek, B.L., (2023). Can online banking replace
personal banking? A survey of Hungarian banking habits. Acta Oeconomica.
https://doi.org/10.1556/032.2023.00027

Ezeji, C.L. (2022), “Disruptive technology on the cyberspace: the contestation”,
International Journal of Development Studies, Vol. 5 No. 1, pp. 192-214.

Fedotova, G.V., Gontar, A.A., Titov, V.A., Kurbanov, A.K. and Kuzmina, E.V.,
(2019). Increasing the Economic Security of Information Banking Systems. Ubiquitous
Computing and the Internet of Things: Prerequisites for the Development of ICT, pp.1153-
1161. DOI: 10.1007/978-3-030-13397-9_118

Gomes, L., Deshmukh, A. and Anute, N. (2022), “Cyber security and internet
banking: issues and preventive measures”, Journal of Information Technology and
Sciences, Vol. 8 No. 2, pp. 31-42.

Gupta, S., Yun, H., Xu, H. and Kim, H.W., (2017). An exploratory study on mobile
banking adoption in Indian metropolitan and urban areas: A scenario-based experiment.
Information Technology for Development, 23(2), pp.127-152.
https://doi.org/10.1080/02681102.2016.1233855

303



LEX LOCALIS-JOURNAL OF LOCAL SELF-GOVERNMENT
ISSN:1581-5374 E-ISSN:1855-363X 1 FX—
VOL. 23, NO. S6(2025) ~| O_C /‘-T 1<

Hanusch, Y.F., (2021). Financial institutions should decline hackers’ requests for
voluntary compensation. South African Journal of Philosophy, 40(2), pp.162-170. DOI:
10.1080/02580136.2021.1933733

Johri, A. and Kumar, S. (2023), “Exploring customer awareness towards their cyber
security in the kingdom of Saudi Arabia: a study in the era of banking digital
transformation”, doi: 10.1155/2023/2103442.

Kangapi, T.M. and Chindenga, E., (2022). Towards a Cybersecurity Culture
Framework for Mobile Banking in South Africa. In 2022 IST-Africa Conference (IST-
Africa) (pp. 1-8). IEEE. DOI: 10.23919/IST-Africa56635.2022.9845633

Khrais, L.T., (2015). Highlighting the vulnerabilities of online banking system.
Journal of Internet Banking and Commerce, 20(3), pp.1-10. DOI: 10.4172/1204-
5357.1000120

Liu, X.M., (2021). A Risk-based Approach to Cybersecurity: A Case Study of
Financial Messaging Networks Data Breaches. The Coastal Business Journal, 18(1), p.2.
https://digitalcommons.coastal.edu/cbj/vol18/iss1/2

Malik, M.S. and Islam, U. (2019), “Cybercrime: an emerging threat to the banking
sector of Pakistan”, Journal of Financial Crime, Vol. 26 No. 1, pp. 50-60.

Mathenge, M. and Sang, P., (2019). Risk Management Strategies and
Implementation of Online Banking Technology Projects by Selected Commercial Banks
in Kenya. The |International Journal of Business & Management.
https://doi.org/10.24940/theijom/2019/v7/i10/BM1910-017

Mawutor, J.K.M., (2014). Banking Regulatory Framework in Ghana:'Strengths,
Weakness, Opportunities and Threats'. International Journal of Empirical Finance, 3(4),
pp.187-191. https://ssrn.com/abstract=2572976

Mphatheni, M.R. and Maluleke, W. (2022), “Cybersecurity as a response to
combating cybercrime:demystifying the prevailing threats and offering recommendations
to the African regions”, International Journal of Research in Business and Social Science
(2147-4478), Vol. 11 No. 4, pp. 384-396.

Njeru, P.W. and Gaitho, V. (2019), “Investigating extent to which cybercrime
influences performance of commercial banks in Kenya”, International Journal of
Economics, Commerce and Management, Vol. 8, pp. 489-514.

Normalini, M.K. and Ramayah, T. (2019), “The impact of security factors towards
internet banking usage intention among Malaysians”, Global Business and Management
Research, Vol. 11 No. 2, pp. 241-251.

OECD. (2022). Recommendation on Digital Security of Critical Activities.

304



LEX LOCALIS-JOURNAL OF LOCAL SELF-GOVERNMENT
ISSN:1581-5374 E-ISSN:1855-363X Ty
VOL. 23, NO. $6(2025) LOCALIS

Rugina, J.M., (2023). THROUGH THE EYES OF ATTACKERS: A
COMPREHENSIVE ANALYSIS OF CYBERSECURITY STRATEGIES IN
INTERNATIONAL RELATIONS. Afro Eurasian Studies, 12(1), pp.40-57.
https://dx.doi.org/10.33722/afes.1347865

Sekhar, S.C. and Kumar, M. (2023), “An overview of cyber security in digital
banking sector”, East Asian Journal of Multidisciplinary Research, Vol. 2 No. 1, pp. 43-
52.

Shulha, O., Yanenkova, I., Kuzub, M., Muda, I. and Nazarenko, V., (2022). Banking
information resource cybersecurity system modeling. Journal of Open Innovation:
Technology, Market, and Complexity, 8(2), p.80.
https://dx.doi.org/10.3390/joitmc8020080

Starnawska, S.E., (2021). Sustainability in the banking industry through
technological transformation. The Palgrave Handbook of Corporate Sustainability in the
Digital Era, pp.429-453. https://doi.org/10.1007/978-3-030-42412-1 22

Tarhan, K., (2022). Historical Development of Cybersecurity Studies: A Literature
Review and Its Place in Security Studies. Przeglad Strategiczny, 12(15), pp.393-414.
https://dx.doi.org/10.14746/ps.2022.1.23

Tarig, N., (2018). Impact of cyberattacks on financial institutions. Journal of Internet
Banking and Commerce, 23(2), pp.1-11.

Venkataganesh, S. and Chandrachud, S., (2018). Emerging Trends and Changing
Pattern of Online Banking in India. EXECUTIVE EDITOR, 9(9), p.286.

Vila, J.A., (2016). Identifying and combating cyber-threats in the field of online
banking  (Doctoral  dissertation,  Universitat  Politecnica de  Catalunya).
http://hdl.handle.net/2117/96215

Wang, V., Nnaji, H. and Jung, J. (2020), “Internet banking in Nigeria: cyber security
breaches, practices and capability”, International Journal of Law, Crime and Justice, Vol.
62, p. 100415.

World Bank. (2022). Financial Sector Cyber Resilience.
World Economic Forum. (2023). Global Cybersecurity Outlook.

Yaseen, Q., (2017). Insider threat in banking systems. In Online Banking Security
Measures and Data Protection (pp. 222-236). IGI Global

Yildirim, N. and Varol, A., (2019). A research on security vulnerabilities in online
and mobile banking systems. In 2019 7th International Symposium on Digital Forensics
and Security (ISDFS) (pp. 1-5). IEEE. DOI: 10.1109/ISDFS.2019.8757495

305



