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Abstract 

Fraud remains a persistent organizational challenge that undermines financial stability, ethical conduct, 

and public trust. This study investigates the determinants of fraud prevention by examining the direct 
effects of internal control systems, whistleblowing mechanisms, good governance, and organizational 

culture, while assessing the moderating role of information technology (IT). Using a Partial Least 

Squares–Structural Equation Modeling (PLS-SEM) approach, empirical data were analyzed to test both 

direct and moderated relationships. The findings reveal that internal control systems, whistleblowing 

mechanisms, and organizational culture significantly enhance fraud prevention, whereas good governance 

demonstrates a negligible direct effect. Importantly, IT was found to strengthen the relationship between 

internal control systems and fraud prevention but paradoxically weakened the effectiveness of 

whistleblowing systems. The moderating effects of IT on governance and organizational culture were 

statistically insignificant, indicating that cultural and normative dimensions of governance require 

institutional embedding beyond technological tools. Theoretically, this study contributes to the socio-

technical systems perspective by highlighting how organizational and technological dimensions jointly 
influence fraud prevention. Practically, the findings suggest that organizations should prioritize IT-

enabled control systems, redesign whistleblowing platforms to foster trust, and embed governance values 

and ethical culture into daily operations. These insights are relevant for regulators, policymakers, and 

practitioners seeking to design more effective anti-fraud frameworks in an era of rapid digital 

transformation. 
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1 Introduction  

Fraud has emerged as a persistent global challenge, cutting across both developed and 

developing nations, and exerting profound implications for financial management and 

organizational integrity. Within the public sector, fraud not only generates substantial 

financial losses but also erodes long-term public trust in government institutions (Horne 

et al., 2018; Diamond, 2013). Common manifestations include budget manipulation, 

embezzlement of funds, irregular procurement practices, and abuse of authority, which 

collectively undermine the principles of accountability and transparency in governance 

(Primadhany & Puspaningsih, 2018). The Association of Certified Fraud Examiners 

(ACFE), the world’s largest anti-fraud organization, classifies fraud into three 

categories: financial statement fraud, asset misappropriation, and corruption (ACFE, 
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2020). These practices are not confined to particular hierarchies of authority; 

perpetrators may include top executives, middle managers, and lower-level employees 

alike (Balasubramanian et al., 2017; Putri, 2012). 

According to the ACFE’s Report to the Nations (2022), organizations worldwide lose 

an estimated 5% of their annual revenues due to fraudulent activities. In Indonesia, the 

Corruption Perceptions Index (CPI) score stood at 34 out of 100 in 2023, signaling a 

persistently high level of fraud risk within the public sector. Similarly, the Audit Board 

of Indonesia (BPK) in 2022 revealed that over 18% of budget irregularities in local 

governments stemmed from manipulated financial reports, budget mark-ups, and 

improper procurement processes. These malpractices hinder regional development 

while simultaneously weakening societal trust in government institutions (N’Guilla Sow 

et al., 2018; Tarjo et al., 2022). 

Preventing fraud requires proactive and systematic measures that address vulnerabilities 

before fraudulent activities occur. Effective fraud prevention encompasses the adoption 

of robust internal controls, comprehensive risk management frameworks, and ethical 

organizational cultures (Bonrath & Eulerich, 2024; Dewi et al., 2023). Local 

governments in Indonesia have implemented mechanisms such as Internal Control 

Systems (ICS) and Whistleblowing Systems (WBS) to strengthen oversight. ICS aims 

to mitigate fraud risks through task separation and continuous evaluations (Lubis et al., 

2024; Taufik, 2019), while WBS provides a secure reporting channel for employees and 

the public to disclose suspected fraud anonymously (Bowen et al., 2010; Shonhadji & 

Maulidi, 2021). Additionally, the principles of good governance—transparency, 

accountability, and public participation—are recognized as vital instruments in reducing 

opportunities for fraud (Kamaliah et al., 2018; Zaid et al., 2023). 

In parallel, the advancement of digital technologies has reshaped anti-fraud strategies by 

equipping organizations with tools to enhance prevention and detection mechanisms 

(Halbouni et al., 2016). The integration of e-government platforms, e-budgeting, e-

procurement, and e-audit systems offers real-time monitoring capabilities, enabling 

governments to identify irregularities more swiftly and accurately (Meiryani et al., 

2019; Zhou et al., 2021). Prior research highlights the potential of information 

technology (IT) to reinforce fraud prevention strategies by strengthening internal 

controls, facilitating secure whistleblowing processes, and promoting transparent 

governance practices (Dar et al., 2020; Raman et al., 2023; Shalhoob et al., 2024). 

Moreover, IT adoption aligns with the growing demand for innovative governance 

models capable of balancing efficiency, transparency, and integrity in financial 

management (Tariq et al., 2024; Utami et al., 2020). 

Positioned as a moderating factor, IT enhances the effectiveness of existing fraud 

prevention mechanisms by creating synergy among ICS, WBS, and good governance 

practices. It not only improves efficiency and monitoring accuracy but also fosters a 

culture of integrity and accountability. Through advanced tools such as big data 

analytics, continuous auditing, and cybersecurity measures, IT transforms fraud 

prevention from a reactive stance to a proactive strategy (Ngai et al., 2011; Wei et al., 

2013; Shakadwipi et al., 2024). Against this backdrop, this study investigates the 

moderating role of IT in strengthening fraud prevention mechanisms at the local 

government level. By doing so, it aims to contribute to the design of more resilient 

governance systems capable of safeguarding public resources and restoring public trust. 
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2 Research Method 

2.1. Operational Definitions of Variables 

Operational definitions were established to ensure that each construct in this study is 

empirically measurable and theoretically grounded. According to Sugiyono (2018), 

operational definitions enable researchers to delineate variables systematically, while 

Erlina (2023) emphasizes their role in guiding empirical measurement. The dependent 

variable in this study is fraud prevention, while the independent variables include 

internal control systems, whistleblowing systems, good governance practices, and 

organizational culture. Additionally, information technology is positioned as a 

moderating variable. 

 

Table 1 summarizes the operational definitions, dimensions, and indicators used in 

this study 

Variable Definition Dimensions Indicators Scale 

Fraud 

Prevention (Y) 

Systematic 

actions to 

reduce fraud 

risk through 

risk 

management, 

monitoring, 

strict policies, 

and employee 

awareness 

(Albrecht et al., 

2019). 

Anti-fraud 

policy 

Existence, 

dissemination, 

management 

commitment, 

review 

Interval 

Training & 

education 

Frequency, 

participation, 

employee 

understanding 

Interval 

Enforcement 

Sanctions, 

investigation 

transparency, 

deterrent effect 

Interval 

Periodic 

evaluation 

Internal/external 

audit, follow-up, 

monitoring 

Interval 

Internal 

Control System 

(X1) 

Mechanisms to 

ensure 

organizational 

objectives 

through risk 

control, 

compliance, 

and asset 

protection 

(COSO, 2013). 

Control 

environment, 

risk assessment, 

control 

activities, 

information & 

communication, 

monitoring 

Ethical 

leadership, 

documented risk 

evaluation, 

separation of 

duties, IT-based 

monitoring 

Interval 

Whistleblowing 

System (X2) 

Mechanisms for 

reporting 

misconduct, 

protecting 

whistleblowers, 

and ensuring 

follow-up 

(Walle, 2020). 

Accessibility, 

protection, 

follow-up, 

effectiveness 

Ease of access, 

confidentiality, 

protection 

against 

retaliation, 

timeliness of 

follow-up 

Interval 

Good Principles of Transparency, Public access to Interval 
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Variable Definition Dimensions Indicators Scale 

Governance 

(X3) 

transparent, 

accountable, 

responsive, 

independent, 

and fair 

governance 

(KNKG, 2006). 

accountability, 

responsibility, 

independence, 

fairness 

financial 

reports, 

compliance with 

regulations, 

inclusiveness in 

decision-making 

Organizational 

Culture (X4) 

Shared values, 

beliefs, and 

norms 

influencing 

organizational 

behavior 

(Schein, 2010). 

Integrity, work 

ethics, 

organizational 

norms 

Compliance 

with codes of 

conduct, ethical 

training, 

adherence to 

SOPs 

Interval 

Information 

Technology (Z) 

Use of 

hardware, 

software, and 

networks to 

support fraud 

detection and 

decision-

making 

(Laudon & 

Laudon, 2022; 

Turban et al., 

2015). 

IT 

infrastructure, 

reliability, data 

security, user 

competence 

Availability of 

systems, real-

time monitoring, 

encryption, 

audit trail, 

training 

Interval 

 

2.2. Population, Sample, and Sampling Technique 

The study population consists of all Organizational Units (Organisasi Perangkat 

Daerah – OPD) under the jurisdiction of provincial, regency, and municipal 

governments in North Sumatra. OPDs were chosen due to their strategic role in budget 

management and their vulnerability to fraud risks when governance and control systems 

are weak. 

Given the large and geographically dispersed population, a stratified random sampling 

technique was applied. Strata were determined based on administrative categories 

(provincial, regency, and municipal levels) and OPD types. This ensured proportional 

representation and reduced sampling bias (Sekaran & Bougie, 2019). 

Using Slovin’s formula with a 5% margin of error, the minimum sample size required 

was 288 respondents from a total population of 1,030 OPDs. Table 2 presents the 

population and sample distribution across administrative units. 

 

2.3. Data Analysis Technique 

The data were analyzed using Partial Least Squares–Structural Equation Modeling 

(PLS-SEM), a method suitable for predictive modeling and complex relationships (Hair 

et al., 2019). The analysis proceeded in three stages: 

1. Outer Model Evaluation (Measurement Model) 

o Convergent validity was assessed using factor loadings (>0.70) and Average 

Variance Extracted (AVE ≥ 0.50) (Hair et al., 2017). 
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o Discriminant validity was tested through cross-loadings and Fornell-Larcker 

criterion (Fornell & Larcker, 1981). 

o Reliability was evaluated using Composite Reliability (CR ≥ 0.70), considered 

more accurate than Cronbach’s Alpha in reflective constructs (Ghozali & Latan, 2015). 

 

Table 2. Validity and Reliability Criteria 

Test Parameter Threshold 

Convergent validity Loading factor 
≥ 0.70 (0.50–0.70 

acceptable) 

Average Variance Extracted 

(AVE) 
 ≥ 0.50 

Discriminant validity 
Cross-loading & 

AVE comparison 

AVE square root > 

correlation 

Reliability 
Composite 

Reliability 
≥ 0.70 

 

2. Inner Model Evaluation (Structural Model) 

o The structural model was assessed using R-square, Q-square, and path 

coefficients. 

o R-square values indicate the explanatory power of independent variables, with 

thresholds of 0.25 (weak), 0.50 (moderate), and 0.75 (substantial) (Hair et al., 2019). 

o Q-square values were examined for predictive relevance. 

3. Hypothesis Testing 

o Path significance was tested using bootstrapping with 5,000 resamples. 

o Hypotheses were supported if t-statistics > 1.96 (two-tailed) and p-values < 0.05 

(Abdillah & Hartono, 2015). 

o Moderating effects of IT were evaluated using interaction terms, with effect 

sizes (f²) of 0.02, 0.15, and 0.35 representing small, medium, and large effects, 

respectively (Cohen, 1988). 

 

3 Result and Discussion 

3.1. Convergent Validity 

The outer model evaluation began with the assessment of convergent validity, measured 

through factor loadings of indicators on their respective latent constructs. Consistent 

with the criterion proposed by Hair et al. (2019), loadings above 0.70 indicate strong 

indicator reliability, while values between 0.50 and 0.70 are acceptable under 

exploratory conditions. As illustrated in figure 1 (Outer Model), most indicators 

exceeded the 0.70 threshold, confirming that the measurement model demonstrates 

adequate convergent validity. 

The Average Variance Extracted (AVE) values provide further support for convergent 

validity. As shown in Table 1, all constructs achieved AVE scores well above the 0.50 

cut-off, with values ranging from 0.743 to 0.989. This indicates that more than 74% of 

the variance in the indicators was explained by their underlying constructs, surpassing 

the recommended benchmark (Fornell & Larcker, 1981). 
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Figure 1. Outer Model 

Table 1. Average Variance Extracted (AVE) 

Variable AVE Threshold Conclusion 

Internal Control System 

(SPI) 
0.743 0.50 Valid 

Whistleblowing System 

(WBS) 
0.863 0.50 Valid 

Good Governance (GG) 0.882 0.50 Valid 

Organizational Culture (BO) 0.967 0.50 Valid 

Information Technology (TI) 0.956 0.50 Valid 

Fraud Prevention (PF) 0.989 0.50 Valid 

 

3.2. Discriminant Validity 

The Fornell–Larcker criterion was employed to test discriminant validity. As presented 

in Table 2, the square root of AVE for each construct was greater than its correlations 

with other constructs, confirming that each latent variable is empirically distinct. 
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Table 2. Discriminant Validity (Fornell–Larcker Criterion) 

Variable SPI WBS GG BO TI PF 

SPI 0.862      

WBS 0.701 0.929     

GG 0.789 0.584 0.939    

BO 0.738 0.697 0.731 0.983   

TI 0.770 0.578 0.631 0.676 0.978  

PF 0.751 0.706 0.697 0.734 0.630 0.995 

 

Cross-loading results further corroborated discriminant validity. All indicators loaded 

more strongly on their respective constructs than on others, with values exceeding 0.70. 

This finding confirms the absence of multicollinearity and reinforces the precision of 

the measurement model (Henseler et al., 2015). 

 

3.3. Reliability Testing 

Reliability was assessed using Cronbach’s alpha and Composite Reliability (CR). As 

shown in Tables 3 and 4, both indicators exceeded the recommended threshold of 0.70, 

suggesting strong internal consistency (Nunnally & Bernstein, 1994). 

 

Table 3. Cronbach’s Alpha 

Variable Cronbach’s Alpha Reliability 

SPI 0.961 Reliable 

WBS 0.977 Reliable 

GG 0.985 Reliable 

BO 0.995 Reliable 

TI 0.993 Reliable 

Variable Cronbach’s Alpha Reliability 

 

Table 4. Composite Reliability 

Variable ρa ρc Reliability 

SPI 0.963 0.966 Reliable 

WBS 0.980 0.981 Reliable 

GG 0.985 0.987 Reliable 

BO 0.995 0.996 Reliable 

TI 0.994 0.994 Reliable 

PF 0.998 0.999 Reliable 

 

The graphical representations emphasize the high reliability scores across all constructs, 

confirming the stability of the measurement instruments. 

 

3.4. Coefficient of Determination (R²) 

The R² value for Fraud Prevention (PF) was 0.719, indicating that 71.9% of the variance 

in fraud prevention was explained by SPI, WBS, GG, BO, and TI, while 28.1% was 

influenced by other factors. This result suggests a moderate predictive capability (Hair 

et al., 2017). 
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Table 5. R-Square Value 

Dependent Variable Adjusted R² Interpretation 

Fraud Prevention (PF) 0.719 Moderate 

 

3.5. Path Coefficients 

Table 6 presents the path coefficients. SPI (0.293) and WBS (0.218) demonstrated 

significant positive effects on PF, highlighting their central roles in mitigating fraud. 

Conversely, GG (0.026) exhibited a marginal effect, while BO (0.217) showed 

moderate influence. 

 

Table 6. Path Coefficients 

Variable Coefficient 

SPI 0.293 

WBS 0.218 

GG 0.026 

BO 0.217 

TI × SPI 0.478 

TI × WBS -0.513 

TI × GG -0.107 

TI × BO 0.028 

 

The results suggest that technology plays a dual moderating role. While TI amplifies the 

effect of SPI (0.478), it weakens the contribution of WBS (-0.513). Its moderating 

effects on GG and BO remain negligible. This finding resonates with prior studies, 

which emphasize that digital tools can enhance internal control effectiveness but may 

complicate whistleblowing mechanisms if not properly managed (Alleyne et al., 2019). 

 

3.6. Effect Size (f²) 

Effect size analysis revealed that SPI (0.066), WBS (0.072), BO (0.051), and TI (0.037) 

had small contributions to PF, while GG (0.001) was negligible. Notably, TI × SPI 

(0.154) and TI × WBS (0.175) demonstrated moderate effects, underscoring the 

strategic importance of integrating IT into control and reporting mechanisms. 

 

Table 7. Effect Size (f²) 

Variable f² Effect Size 

SPI 0.066 Small 

WBS 0.072 Small 

GG 0.001 Very Small 

BO 0.051 Small 

TI 0.037 Small 

TI × SPI 0.154 Moderate 

TI × WBS 0.175 Moderate 

TI × GG 0.020 Small 

TI × BO 0.001 Very Small 

 

These findings suggest that while organizational factors remain foundational in 

preventing fraud, IT integration significantly enhances the capacity of SPI and WBS to 

detect and deter fraudulent practices. However, IT has limited interaction effects with 
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GG and BO, reflecting a need for more coherent digital governance frameworks 

(Kassem & Higson, 2016) 

 

3.7. Hypotheses Testing Results 

The structural model evaluation was complemented with bootstrapping analysis to test 

the significance of each hypothesized relationship. Path coefficients, t-values, and p-

values were examined to determine whether the hypotheses were supported. Table 8 

summarizes the results. 

 

Table 8. Hypotheses Testing Results 

Hypothesis Path Coefficient 
t-

value 

p-

value 
Result 

H1 SPI → PF 0.293 >1.96 <0.05 Supported 

H2 WBS → PF 0.218 >1.96 <0.05 Supported 

H3 GG → PF 0.026 <1.96 >0.05 Not Supported 

H4 BO → PF 0.217 >1.96 <0.05 Supported 

H5 
TI × SPI → 

PF 
0.478 >1.96 <0.05 Supported 

H6 
TI × WBS → 

PF 
-0.513 >1.96 <0.05 

Supported (negative 

moderation) 

H7 
TI × GG → 

PF 
-0.107 <1.96 >0.05 Not Supported 

H8 
TI × BO → 

PF 
0.028 <1.96 >0.05 Not Supported 

 

The results reveal that three of the four direct hypotheses (H1, H2, H4) were supported, 

while H3 (GG → PF) was not statistically significant. This suggests that internal control 

systems, whistleblowing systems, and organizational culture significantly enhance fraud 

prevention, whereas good governance—though conceptually vital—does not exhibit a 

measurable effect in this dataset. 

Regarding moderating hypotheses, IT significantly strengthened the relationship 

between SPI and PF (H5), confirming its role in enhancing internal control 

effectiveness. Conversely, IT negatively moderated the relationship between WBS and 

PF (H6), implying that digital platforms may complicate or inhibit whistleblowing 

practices if poorly designed. The moderation effects of IT on GG (H7) and BO (H8) 

were not significant, indicating limited interaction. 

 

3.8. Discussion 

The empirical findings highlight three key insights. First, internal control systems and 

whistleblowing mechanisms are pivotal in fraud prevention, consistent with evidence 

from corporate governance research (Kaplan et al., 2012). Second, the moderating role 

of IT underscores the transformative potential of digital solutions in strengthening fraud 

prevention mechanisms, particularly by enhancing transparency and internal 

monitoring. However, the negative moderation of IT on whistleblowing effectiveness 

indicates that poorly designed systems may inadvertently discourage reporting, as found 

in previous studies on digital ethics hotlines (Park & Blenkinsopp, 2009). 

Third, governance and organizational culture, although conceptually important, showed 

relatively small or negligible effects in this study. This suggests that in practice, 

structural and technological mechanisms exert stronger influence than normative or 
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cultural factors. Yet, without reinforcing governance values and ethical culture, the 

long-term sustainability of anti-fraud initiatives may be compromised (Skaife et al., 

2013). 

Collectively, the results confirm that fraud prevention requires an integrated approach: 

robust internal controls, effective whistleblowing systems, and judicious deployment of 

IT. Future research should examine contextual factors—such as regulatory 

environments and organizational maturity—that may condition these relationships. 

 

5 Conclusions 
The present study provides empirical evidence that fraud prevention within organizations 

is strongly influenced by internal control systems, whistleblowing mechanisms, and 

organizational culture, whereas the direct impact of good governance appears limited. 

This result underscores the importance of operational and behavioral dimensions in 

curbing fraudulent practices, aligning with prior findings that emphasize the critical role 

of robust internal control and transparent reporting channels in safeguarding 

organizational integrity (Albrecht et al., 2019; Zahra et al., 2007). 

The moderating role of information technology (IT) offers nuanced insights. IT 

significantly strengthened the effect of internal control systems on fraud prevention, 

reaffirming that digitalization enhances monitoring and compliance functions 

(Vasarhelyi et al., 2015). Conversely, IT revealed a paradoxical effect by reducing the 

efficacy of whistleblowing systems, suggesting that technology-based reporting 

platforms may face trust and usability challenges, potentially discouraging employees 

from utilizing them (Park & Blenkinsopp, 2009). Meanwhile, the moderating effect of 

IT on good governance and organizational culture was not statistically supported, 

implying that governance values and cultural norms require institutional commitment 

beyond technological interventions. 

From a theoretical standpoint, these findings enrich the discourse on fraud prevention 

by integrating socio-technical systems perspectives, demonstrating that technology 

alone does not guarantee stronger governance unless accompanied by supportive 

organizational values and trust. Practically, the study highlights the need for 

policymakers and practitioners to strengthen internal control frameworks with IT-based 

monitoring tools while simultaneously addressing socio-cultural barriers to 

whistleblowing adoption. 

1. Enhance Integration of Internal Control and IT. Organizations should invest in 

advanced IT-enabled control systems such as continuous auditing and data analytics to 

improve fraud detection and deterrence. This integration ensures that internal control 

mechanisms remain dynamic and adaptive to evolving risks (Kuhn & Sutton, 2010). 

2. Redesign Whistleblowing Systems for Trust and Accessibility. While IT-based 

platforms increase efficiency, anonymity and user confidence must be prioritized. 

Institutions are recommended to adopt hybrid systems that combine digital platforms 

with trusted offline channels, ensuring inclusivity and psychological safety for potential 

whistleblowers (Latan et al., 2019). 

3. Institutionalize Good Governance Beyond Formal Structures. As governance 

practices did not exert significant direct effects, organizations should move beyond 

compliance-based governance and embed ethical leadership, transparency, and 

accountability into daily practices. This aligns with the argument that governance must 

be internalized rather than mechanistically enforced (Aguilera & Cuervo-Cazurra, 

2009). 
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4. Cultivate Fraud-Resistant Organizational Culture. Training, ethical awareness 

programs, and leadership modeling should be prioritized to reinforce a fraud-averse 

culture. Culture remains a fundamental determinant of ethical behavior and can serve as 

a more sustainable deterrent compared to technical controls alone (Kaptein, 2011). 

5. Policy Implications for Regulators. Regulators should promote integrated 

frameworks that encourage IT-supported internal control systems while mandating the 

protection of whistleblowers. Strengthening legal protections and ensuring the 

confidentiality of reporting channels are crucial for long-term fraud prevention at the 

institutional level. 

In sum, fraud prevention requires a multi-dimensional approach that combines structural 

controls, cultural transformation, and carefully designed technological interventions. 

Future studies should explore cross-industry comparisons and longitudinal analyses to 

assess how these dynamics evolve in the face of rapid digital transformation. 
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