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Abstract: Cloud servers have become a preferred platform for individuals and organizations to outsource and
manage data. However, protecting sensitive information through encryption creates challenges for effective data
retrieval. Traditional search methods mainly rely on exact keyword matching, which limits usability when dealing
with synonyms or misspellings. To address this issue, this study proposes a novel fuzzy keyword ranked search
framework for encrypted cloud data. The approach integrates a fuzzy logic wordbook to expand search terms,
include synonyms, and handle spelling variations. In the data owner phase, documents are encrypted using the ERA
algorithm, while index tables are generated through preprocessing, clustering (IFFC), summarization (LSA), and
score calculation (ASC). Both the documents and the index tables are further protected using ERA encryption and
freshness is maintained with the SHA-516 algorithm. During the DU phase, the WFKS method facilitates secure and
ranked document retrieval from the CSP. Experimental evaluation demonstrates that the proposed method achieves
faster, more accurate, and more secure retrieval compared with existing techniques, thereby improving efficiency
and privacy in encrypted cloud environments.

Key words: Encoded RSA and AES (ERA), Enhanced Farthest First Clustering (EFFC) algorithm, Adaptive
Scoring Mechanism (ASM), Wordbook-based Fuzzy Keyword Search (WFKS), Data Owner (DO), Data User (DU),
Cloud Service Provider (CSP), Secure Hash Algorithm-516 (SHA-516), and Dynamic Data Management.

1. INTRODUCTION

Cloud computing is a rapidly growing model of distributed computing and storage, offering users
quick, convenient services and data backups through public, private, and hybrid deployments [1—
4]. By reducing local storage needs and capital expenditure on hardware and maintenance, it
enables cost-effective scalability. However, massive amounts of sensitive data—such as medical
files and financial statements—are now stored on cloud servers [5-6], raising privacy concerns.
To protect confidentiality, data must be encrypted before upload [7].

Encryption secures data but complicates keyword searching, since cloud servers cannot read
encrypted content. Downloading and decrypting all data is impractical. Searchable Encryption
(SE) addresses this by allowing keyword searches directly over encrypted datasets [8—10]. SE
prevents clients from downloading or decrypting entire files, instead using encrypted “trapdoors”
for secure retrieval [11-13]. Still, some risk of information leakage remains through search
patterns and indexing [14].

In a typical SE setup, the data owner encrypts documents and keywords before uploading them.
When a data user submits a keyword token, the server applies a secure search algorithm and
returns matching encrypted documents [15-17]. Current research focuses on improving
performance, expressiveness, and usability [18-19].To enhance search accuracy and efficiency,
fuzzy keyword ranked search techniques have been proposed. These account for synonyms and
spelling variations, ranking results by relevance while maintaining encryption.This paper
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explores a novel keyword search approach over encrypted data. Section 2 reviews existing work,
Section 3 introduces our method, Section 4 evaluates results, and Section 5 concludes.

2. RELATED WORK

Guo et al. [20] designed a secure multi-keyword ranked search technique for encrypted cloud
data by integrating the vector space model with TF-IDF weighting and cosine similarity to
measure query—document relevance. To speed up retrieval, they implemented an index tree built
upon Bloom filters for efficient document matching. Yunyun Wu et al. [21] introduced PEMKS,
a system capable of handling n-keyword searches and negation operations. Although effective,
its dependence on the Diffie—Hellman key exchange protocol increases computational overhead.
Hui Yin et al. [22] developed a secure multi-keyword ranked search architecture for multiple
data owners that uses random temporary keys to generate secure indices and enables authorized
users to issue secure query keys without exposing the underlying index keys. Zhong et al. [23]
proposed a dynamic multi-keyword fuzzy search model leveraging Locality Sensitive Hashing
(LSH) and Bloom filters to create both index and query vectors. Their framework incorporates a
balanced binary tree with a Top-k search mechanism but encounters scalability and
computational challenges with KNN during file selection. Jianfei Sun et al. [24] offered a ranked
multi-keyword search approach that safeguards the anonymity of multiple data owners and
enables the cloud to securely execute Top-k searches while maintaining keyword and trapdoor
privacy. Maryam Hozhabr et al. [25] presented a secure multi-keyword ranked search system
that accommodates dynamic document operations and fine-grained access control. By employing
B+ tree indexing for sublinear search time and MB-tree structures for enhanced security, their
model effectively restricts unauthorized access in “Honest-but-Curious” cloud environments.

3. NOVEL METHODOLOGY FOR RANKED FUzZzZY KEYWORD SEARCH ON
ENCRYPTED CLOUD DATA

In recent years, cloud computing has become popular for managing personal data due to its cost-
effectiveness and flexibility. However, transferring data to the cloud reduces user control and
exposes it to potential cyber threats despite CSP security measures. To address this, stronger
safeguards are needed for sensitive data. This study introduces novel fuzzy keywords to rank
searches over encrypted cloud data, using wordbooks to handle synonyms and misspellings via
fuzzy logic.

3.1 Data Owner

In this stage, the Data Owner (DO) enhances security for the Cloud Service Provider (CSP) by
outsourcing encrypted documents along with their associated keywords. Using the ERA
(Encoded RSA and AES) approach, the documents are encrypted before transmission. The DO
then constructs an index table, which is developed through four key phases: clustering,
preprocessing, keyword summarization, and score calculation. To maintain document integrity
and ensure its timeliness, the Data User applies the SHA-512 algorithm for freshness
verification.
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Figure 1: Block diagram for the proposed methodology

3.1.1 Document Encryption

Initially, the ERA technique encrypts the documents received from the Data Owner (DO). The
Advanced Encryption Standard (AES) works with a fixed block size of 128 bits (16 bytes),
arranging the data in 4x4 byte matrices. The number of encryption rounds depends on the key
length. To strengthen confidentiality, the ERA framework integrates RSA with AES: the data
owner first generates RSA key pairs, encrypts the documents using AES, and then secures the
AES key itself with RSA. An additional XOR encoding layer is applied to safeguard keys during
transmission. In this process, RSA’s public key is used to encrypt the AES key prior to document
encryption, while the private key is retained for secure decryption.

E.=P'modn®N(q,) (1)

Here, C represents the cipher value produced during document encryption, K denotes the AES
encryption key, and F indicates the ASCIl-encoded version of the input document’s file name.
The AES encryption process consists of four main steps:a) Byte substitutionb) Row shiftingc)
Column mixingd) Adding the round key
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AES applies four steps per round: Substitute Bytes replaces each byte via a nonlinear lookup
table; Shift Rows cyclically shifts rows to the left; Mix Columns multiplies each column
polynomial by a fixed polynomial; and Add Round Key XORs the state with round keys derived
from the encryption key.

3.1.2 Index generation

After encrypting the documents, the Data Owner (DO) generates an index table. This process
involves several stages: clustering the data, carrying out pre-processing, summarizing keywords,
and finally calculating the score values.

3.1.2.1 Clustering

The Improved Farthest First Clustering (IFFC) method groups documents to improve retrieval
accuracy. Unlike K-Means, it selects cluster centers by choosing the point farthest from existing
centers, reducing reallocation and speeding up clustering. Initial centroids are chosen using
medoid values, and taxicab distance refines distance computation for better grouping. The
Q. =1{9,,9,.,9,.....G, 1,0ri,Vi=123,...,n DO documents are first obtained, and the centroid

value is determined using the medoid computation, which is represented as follows:

o, - N) @
2
Here, O, represents the medoid value and denotes the total number of documents. The process

begins by identifying the data point farthest from the initial centroid. Next, the point most distant
from both previously chosen locations is selected. Finally, the data is clustered using a method
based on calculating the Manhattan (taxicab) distance.

Zd :i|0i_qi| (3)

Once the distances between documents are calculated, each document is assigned to its closest
centroid. The centroids of the newly formed clusters are then recalculated. This iterative process
of centroid adjustment and distance computation continues until all documents are appropriately
grouped into clusters. The final clustered output is then represented as follows:

H|:{h1’h21 ------ ,hn}Or h,i=12,.....n (4)
Where h, specify the clusters, H,as well as the cluster set respectively

3.1.2.2 Pre-processing

After clustering the documents, pre-processing is performed. Sentences are segmented, and
common stop words such as “the” or “is” are removed. Variations in spelling are also generated
to ensure broader document coverage. Stemming is then applied to extract the root form of
words—for instance, “connect” serves as the base for “connected,” “connecting,” and
“connections.” This process trims unnecessary suffixes, reduces the total number of terms,
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improves matching accuracy, and optimizes time and memory usage. The outcome of the pre-
processing stage is presented as follows:
G =9,=12..,n (5)

Where, G, the pre-processing output set and g, specification all the documents that were pre-
processed.

3.1.2.2 Summarization

Latent Semantic Analysis (LSA) summarizes cluster terms by identifying semantic relationships
between words and documents. It creates a document-term matrix, applies Singular Value
Decomposition (SVD), and selects key sentences for summarization. Rows represent words,
columns represent documents, enabling extraction of the most meaningful phrases.

(a) Input matrix

The matrix S, =[s,,s,,......, s, |organizes terms across sentences, with each column serving as a

vector that captures the weighted frequency of terms appearing in the provided document. This
structure is built for a document containing a specific count of phrases and sentences. It tends to
be sparse because individual words rarely appear in all phrases.

b) Matrix Factorization Using Singular Value Decomposition

To analyze the relationship between words and phrases, mathematicians often turn to singular
value decomposition. This technique involves breaking down the input matrix into three separate
matrices:

S=R)Y P ©)

Where, z denotes diagonal Eigen values in decreasing order, P symbolizes the transposition
of an orthogonal matrix, and S indicates the input matrix of sentence x words. It also represents a
matrix that describes the original rows of the input matrix as a vector of extracted ideas.

c¢) Generation of Summary

The process generates a summary by selecting key sentences from SVD results using a cross
technique. Sentence vectors’ lengths determine importance, based on user-specified concepts.
The longest vectors form the summary, and the clustering’s main keyword is identified from
recurring terms across documents.

3.1.2.3Computation of Scoring Metrics

In this method, the Adaptive Score Calculation (ASC) technique is applied to evaluate scores for
the key terms extracted in the summary. ASC integrates several approaches, including
Information Gain (1G), Jaccard similarity, Dice coefficient, and Chi-square analysis.

For 1G: This metric employs entropy to evaluate the influence of data alterations on the dataset's
overall purity. The computation of IG is detailed below:
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I, =E, —E, (7)

g

Where, |, information gained, E,; and E,; definitions are given before and after the keyword is
divided.

Jaccard: It measures document similarity on a scale from 0 to 1, where 0 means completely
different and 1 means identical. Values in between indicate the degree or likelihood of similarity
between the two texts. The following is how the jaccard computation is expressed:

:|kir\knJ
‘ |kiL)kHJ

(8)

where the document's keyword is specified k; and k;,, along J, with the jaccard value.

i+1
Dice: The Dice coefficient, commonly called the overlap index, acts as a statistical tool for
evaluating the similarity between two sets of keywords. Below is the formula for computing the
Dice similarity coefficient:

ki N ki

D, =2
kil + (ki

9)

Chi: This metric evaluates the difference between two terms. The chi-square computation is
outlined below:

C. = ZM (10)

€4

Where, e, denotes the predicted value, v, indicates the actual value, and C, defines the chi
square output. The following symbols represent the calculation's A, adaptive process:

As:Ig+Jd+DC+Cs (12)

The score value range of the cluster is also provided in the index after the score value
calculation. Here, the same ERA technique is also used to encrypt the keywords. The DO ensures
document freshness using SHA-512, updating only changed parts instead of full re-encryption.
This 512-bit hash works through padding, length appending, buffers, 1024-bit block processing,
and 80 rounds to produce a message digest.The CSP securely stores encrypted documents and
keywords for upload and access.Authorized users query via score ranges; WKFS supports fuzzy
search with synonyms. Retrieved files are decrypted using RSA and AES keys.The pseudocode
for the proposed approach is illustrated in Figure 2. It comprehensively outlines the DO, DU, and
CSP procedures.
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Input: Input documents, O ={q,._q:._ I N q} org, wi=123___.n»n

bt}

Output: Retrieved the documents

Begin
Initialize documents g, and keywords X
DO
Foreach & do
Encryption by ERA
Generate Index table by H;, G;, &;, and 4,
Data freshness by SHA-312
End each
I C5P
If (DO = authorized | then
Securely upload the g, and index table
Else
Not allowed the DO to store the data mto CSP
End if
DI
If (4, = DO input) then
Return ranked file
Else
Return closet possible ranked file by WEFES
End if

Figure 2: Pseudo code for the proposed methodology

4. RESULT AND DISCUSSION

This section evaluates the efficiency of the proposed keyword search over encrypted cloud data,
implemented in Java. The performance study uses Electronic Medical Records (EMRS),
commonly outsourced by hospitals to remote servers for easier storage and maintenance. Each
record includes predefined patient attributes such as age, gender, and illness.

4.1Evaluation of Encryption Efficiency for Documents and Index Tables

This analysis evaluates the proposed ERA-based encryption technique for documents and index
tables by examining encryption duration, decryption speed, and overall security strength. It
contrasts this approach with established methods such as AES, RSA (Rivest-Shamir-Adleman),
ECC (Elliptic Curve Cryptography), and DES (Data Encryption Standard).
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Figure 3: Graphical plot for (a) Encryption time analysis and (b) Decryption time analysis

The security is next examined in light of the suggested and current research approaches. The
following is the mathematical expression for the security analysis:

A
5, =72 x100 (12)

D

Where, T, determines the total quantity of data, A, denotes the attacked data, and S, defines the
security level.

Security level refers to the extent to which the technique blocks unauthorized individuals from
accessing the content. In this evaluation, the innovative ERA approach achieves a 97.94%
security rating, surpassing the 89.32% for AES, 88.9% for RSA, 86% for ECC, and 78% for
DES among existing methods. Consequently, the performance assessment highlights that this
proposed solution delivers superior protection relative to contemporary techniques. The
graphical representation of these security outcomes appears in Figure 4(a).
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Figure 4: Graphical plot for the (a)security analysis, (b) clustering time analysis

4.2 Evaluation of Cluster Grouping Effectiveness

The proposed IFFC-based clustering is evaluated against FFC, KMC, and FCMC for time and
accuracy. Figure 4(b) shows IFFC clustering in just 23 s, outperforming FFC (28 s), KMC (59 s),
and FCMC (62 s), clearly demonstrating its superior efficiency.
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Figure5: Illustration of the performance evaluation for the proposed IFFC approach compared to
established algorithms, assessed via the clustering accuracy measure.

Figure 6 displays the clustering accuracy performance study of the proposed IFFC in comparison
to the existing methods. The clustering accuracy of the proposed methodology is 96.13%, while
the current methodologies' respective clustering accuracy is 92%, 84.63%, and 82.36%.
Consequently, it is evident that the IFFC-based clustering method yields better outcomes than
earlier research.

4.3 Evaluation of Index Creation and Query Execution Efficiency

This section employs visual graphs to evaluate the durations for constructing indexes and
executing searches within the proposed techniques.
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Figure6:(a) Evaluation of the response time required for information retrieval using the
proposed technique(b) Assessment of the time involved in constructing the index table.

Figure 6(a) illustrates the proposed method’s search time across varying record sizes. It achieves
25 ms for 500 records and scales to 56, 64, 73, and 81 ms for 1,000-2,500 records, showing a
gradual increase with larger datasets. Figure 6(b) highlights its faster index table creation
compared with existing methods. For 20-100 keywords, it completes in 15-87 ms,
outperforming Tianyue Peng et al. [27] and other approaches, demonstrating higher efficiency in
both search and index generation.
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5. CONCLUSION

Cloud computing enables organizations to access networks, computing power, and storage
remotely, but safeguarding sensitive data requires robust encryption. This study proposed an
enhanced approach for keyword search over encrypted data involving DO, DU, and CSP
processes. Using Electronic Medical Records (EMR) as the test case, the method was evaluated
against RSA, ECC, AES, and DES in terms of encryption/decryption time, security, clustering
efficiency, and index generation. Results show that the proposed ERA methodology achieved
faster encryption and decryption, improved clustering accuracy, and stronger security (97.94%)
compared with existing techniques. Index creation and search times were also optimized.
Overall, the findings demonstrate the approach’s effectiveness for secure keyword searching in
cloud environments, with potential for future improvements through broader dictionaries and
advanced methods.
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